HNuadbopmanmnoHHaA MaMATKA AJIS O0yJaIOIINXCS /IS pa3dMeIeHu s
Ha opunuaabHbIX THTEpHET-pEecypcax

C KaxkIbIM TOZIOM MOJIO/IEZKH B MHTEPHETE CTAHOBUTHCS OOJIbIIE, a ITKOJILHUKU OJTHU U3
caMbIX aKTUBHBIX M0OJIb30Baresiei PyHera. MeKay TeM, IOMHMO OTPOMHOTO KOJTUYECTBA
BO3MO’KHOCTEH, MHTEPDHET HECeT W IpoOJieMbl. DTa HaMsATKA [J0JKHA IIOMOYb Tebe
0€e30I1aCHO HAaXOAUTHCS B CETH.

KomImbroTepHbIE BUPYCHI

KomnpioTepHBI BUpPYC - 9TO Pa3HOBUJHOCTh KOMIIBIOTEDHBIX IPOrpaMm,
OTJINYUTETLHOU OCOOEHHOCTHIO KOTOPOU fABJISETCSA CIHOCOOHOCTh K pPa3MHOKEHHI0. B
JIONIOJTHEHUE K 3TOMY, BUPYChl MOTYT IOBPEAUTh WJIN IOJHOCTHIO YHUUTOXKHUTH BCE
daityibl M aHHBIE, ITOJAKOHTPOJIBHBIE II0JI30BATENI0, OT HUMEHH KOTOpOro ObLia
3amyllleHa 3apak€HHasd IporpamMmMa, a TakKe HOBPeJUTh WU [Ja)Ke YHUUTOXKUTH
OIIEPAITMOHHYIO CHCTEMY CO BceMH ¢aiyiaMu B IeJIOM. B OGOJBIIMHCTBE CIIydaeB
pacIpoCTPaHAITCA BUPYChl Yepe3 UHTEPHET.

MeTozbl 3a1IUTHI OT BPEJOHOCHBIX TPOIPaMM:

1. Mcnonb3yii coBpeMeHHBIE ONEPAllIOHHbIE CUCTEMbI, UMEIOIINE CEPHE3HBIM YPOBEHD
3aIUTHI OT BPEJJOHOCHBIX IPOIPaMM;

2. [locTrossHHO ycTaHaBiIWBail mautu (1UppOBbIE 3aIIATKU, KOTOPbIE aBTOMATHYECKHU
YCTQHABJIUBAIOTCA C IEJbI0 JOPAaOTKH IpOrpaMMbI) U Jpyrue OOHOBJIEHHS CBOEU
omnepanuoHHOU cucTeMbl. CKauMBail UX TOJIBKO C OPUIIMATIBHOTO caliTa pa3zpaboTunka
OC. Eciu cy1miecTByeT peXUM aBTOMATUIECKOTO OOHOBJIEHU S, BKITFOUH €T0;

3. Paboraii Ha cBOeM KOMIIbIOTEpe I10] IpaBaMHU I10JIb30BaTesIsd, a HE a/IMUHUCTPATOPA.
ATO He MO3BOJIUT OOJIBIINHCTBY BPEAOHOCHBIX IIPOIPAMM UHCTAJJINPOBATHCA HA TBOEM
IIePCOHAJIBHOM KOMIIBIOTEDE;

4. Vlcionp3yii aHTUBUPYCHBIE IPOTrPAMMHbBIE ITPOAYKTHI U3BECTHBIX IPOU3BOAUTENIEH, C
aBTOMAaTUYEeCKUM OOHOBJIEHHEM 0a3;

5. Orpanuub pU3NIECKU JOCTY K KOMIIBIOTEPY JIJIsI TOCTOPOHHUX JIUII;

6. Vcrnionp3yil BHEIIIHUE HOCUTENU MH(MOpMaLUY, Takre Kak (Jielika, JUCK Ui (ana
13 UHTEePHETA, TOJIbKO U3 IpodepEeHHBIX HCTOUHUKOB;



7. He OTKpbIBall KOMIBIOTEPHBIE (hAMIIBI, TTOJTyIEHHbIE U3 HEHA/IEKHBIX UCTOYHUKOB.
Jaxe Te pailipl, KOTOpble IPUCIA TBOM 3HAKOMBIU. JIlydllle yTOUHU Y HEro, OTIIPAaBJIA
JI1 OH Tebe ux.

Cetu WI-FI

Wi-Fi - 3T0 He BUJ Nlepe/ilauu JaHHBIX, HE TEXHOJIOTUSA, a BCETO JIUIIb OpeHJI, MapKa.
Eme B 1991 rogy HuAepsiaH/cKas KoMIIaHUA 3aperucrpupoBasa opens « WECA», gTo
obo3Hauyanmo ciaoBocodyetanue «WirelessFidelity», koropbelli mepeBoguTCA  Kak
«BOecIpoBOIHAS TOYHOCTH ».

Jlo Hamlero BpeMeHHU Jouuia JApyrasd ab0peBuaTypa, KOTOpas ABJISAETCA TAKOU Ke
TexHoJIoruer. dto abbpeBuatypa «Wi-Fi». Takoe HazBaHHe OBLIO JaHO C HAMEKOM Ha
CTaHZIAPT BBICHINM 3ByKoBOU TexHuku Hi-Fi, yTo B mepeBoyie O3HAYaeT «BBICOKas
TOYHOCTH».

Jla, 6eciuiaTHBINM MHTEPHET-AOCTYN B Kade, OTesAX U adpOIOPTax SBJAETCSA OTIUYHOU
BO3MOXKHOCTBIO BBIXO/Ia B HHTepHeT. Ho MHOrMe BJKCIepThl CYUTAIOT, YTO
obmenocrynabie Wi-Fi cetn He ABJISIOTCA O€30I1aCHBIMU.

Cosetsl 110 6e30macHOCTU paboTe B 001e/I0CTYIHBIX ceTax Wi-fi:

1. He mepegaBaii cBowo JjmuyHyl0 HHoOpManuio uyepe3 obmiemoctynmHble Wi-Fi ceru.
Pabotas B HUX, KeJlaTeJIbHO He BBOAUTH NAPOJIU JOCTYIIA, JIOTUHBI U KaKHe-TO HOMepa;

2. Mcnosnib3yll 1 OOHOBJIAY aHTUBUPYCHBIE IIPOTPaMMBbI U OpaHiMayep. Tem caMbIM ThI
obe3omacuirb ceOs OT 3aKaYKK BUPYyca Ha TBOE YCTPOHCTBO;

3. IIpu ucnonszoBanuu Wi-Fi otrimoun dynkiuio «O6muil moctyn k daiyiam u
npuHTepamM». JlaHHasg QYHKIHA B3aKpbhiTa IO YMOJIYAHHIO, OFHAKO HEKOTOPbIE
II0JI30BATEIN AKTUBUPYIOT €€ /IS yI00CTBA HCIIOIB30BaHUs B paboTe uiu yuebe;

4. He ucnonsayt mybsuuabii WI-FI 1 nepegauu JIMYHBIX JIAHHBIX, HAIPUMED JJIsd
BBIXO/Ia B COLIAJIbHBIE CETU WJIU B BJIEKTPOHHYIO IIOYTY;

5. Mnosnp3yit Tosibko 3amuiiieHHoe coenuHenue yepe3 HTTPS, a we HTTP, T.e. mpu
Habope Beb-azipeca BBOAU UMeHHO «https://»;

6. B wMoOunpHOM Tenedpone oTkiaoun GyHkuio «Ilogxtouenne & - Wi-Fi
aBTOMaTHUUecKu». He /omyckail aBTOMaTHYeCKOT0 MOAKIIOUEHHs YCTPOMCTBA K CETAM
Wi-Fi 6e3 TBoero coriacus.

ConuanpHbIe CETH

ComuasibHbIe CETH aKTUBHO BXOJAT B HAIIy KU3Hb, MHOTHE JIIOAU PabOTAIOT U KUBYT
TaM IOCTOSTHHO, a B Facebook y»ke 3aperucTpupoBaH MUJLTUAP/T YETIOBEK, UTO SIBJISIETCS
OZIHOI cenbMOI BCeX >KHUTeJIeHd IIaHeThbl. MHOrHe II0JIhb30BaTeJM He MOHHMAIOT, 4TO
nHopManus, pasMellleHHas HMU B COIHMAJIbHBIX CETAX, MOXKET ObITh HaliJleHa WU
HCII0JIb30BaHa KEM YTO/THO, B TOM UMCJIe He 00A3aTeIbHO ¢ OJ1ariMu HaMepeHUsIMH.

OCHOBHBIE COBETHI 10 OE30MACHOCTH B COIIMAJIBHBIX CETAX:

1. Orpa"nuub CIOHUCOK Jpy3ed. Y TebGA B JIpy3bsAX HE JIOJDKHO OBITh CIIy4allHBIX U
HE3HAKOMBIX JIIOJIEH;



2. 3amuinai CBOI YacTHYIO Ku3Hb. He ykasbpiBail maposu, TesedOHBI, afgpeca, AaTy
TBOETO POXAEHUSA € JAPYIyI0 JHYHYI0 HH@OpPMAIUIO. 3JI0YMBIIUJIEHHUKUA MOTYT
HCIIOJIb30BaTh Jlake WHGOpPMAIIUI0 O TOM, KaK Thl U TBOU POAUTENH IUIAaHUDYyeTe
IIPOBECTU KaHUKYJIbI;

3. 3amuai CBOI0 PeIyTaIuio - IEPKU €€ B YHCTOTE U 3371aBaii cebe BOIPOC: XOTeJT Obl
ThI, YTOOBI PYTHE MOJIb30BATEIN BUEJIU, YTO ThI 3arpy:kaemisb? Ilogymaii, npexe yem
YTO-TO OIyOJIMKOBATh, HATTUCATH U 3aTPy3UTh;

4. Ecsim THI roBOpUIIIB € JIIOJIBMU, KOTOPBIX He 3Haelllb, HE UCIOJIb3YH CBOE peayibHOe
UM U JPYTYIO JUYHYI0 HHQOPMALNU: UM, MECTO KUTEJTHCTBA, MECTO yUeObl U IIpoYee;

5. M3berait pazmernienus pororpaduii B IHTepHETE, T THl N300pa’keH Ha MECTHOCTH,
10 KOTOPOU MOKHO OIIPEIEJIUTH TBOE MECTOIIOJIOKEHHE;

6. [Ipu perucrpanuu B COIUATHLHON CETU HEOOXOAUMO HUCII0JIH30BATh CI0KHBIE ITAPOJIH,
cocrosIue u3 OykB 1 U@P U ¢ KOJTMIECTBOM 3HAKOB He MeHee 8;

7. 715 conuaIbHOM ceTH, MOYTHI U JIPYTUX CAUTOB HEOOXO/IMMO HCIIOJIb30BaTh PA3HbIE
naposu. Torga ecau Teb6sA B3JIOMAIOT, TO 3JI0YMBIIIJIEHHUKH TOJIyYaT AOCTYH TOJBKO K
OJTHOMY MECTY, a HE BO BCe Cpasy.

OJIEKTPOHHBIE J€HbI'U

AJIEKTPOHHBIE JEHbIH — 3TO OYeHb YAO0OHBINA CIocob ITaTerked, OAHAKO CYIIECTBYIOT
MOIIIEHHUKH, KOTOPBIE XOTAT MOJIYYHUTh 3TH JIEHbTHU.

BJ'IGI{TpOHHbIe JA€HbI' IIOABUJINCH COBCEM HEAAaBHO M MMEHHO H3-3a 3TOI'O BO MHOTHX
rocyaapCrBax a0 CHUX IIOP HE IIPOIIXMCAaHO IIPO HHUX B 3aKOHAaxX.

B Poccuu xe oHM (YHKIHUOHHPYIOT M O HHX YK€ IIPOIMCAHO B 3aKOHE, I/ie HUX
pa3aensaioT Ha HECKOJIBKO BUIOB - aHOHUMHBIE M HE aHOHUMHBIE. Pa3HuIa B TOM, 4TO
QHOHUMHBIE - 3TO Te, B KOTOPBIX paspeliaercs MTPOBOAUTh omepanuu 0Oe3
UeHTH(DUKAIINY T10JIb30BaTeNs, a B HEAHOHUMHBIX HJIEHTU(MUKAIIUN I10JIh30BaTEJIA
ABJISIETCS 00s13aTEILHOM.

Taxxe cenyer paszjinyarh 3J€KTPOHHBIE (DUATHBIE IEHBIU (PaBHBI TOCYAAPCTBEHHBIM
BAJIIOTAM) U 3JIEKTPOHHBIE He(praTHBIE IeHbIU (He PaBHBI TOCYapPCTBEHHBIM BaJIIOTaM).

OcHOBHBIE COBETHI 110 OE30IMacHON PaboTe ¢ 3JIEKTPOHHBIMU IEHbraMU:

1. [IpuBsKM K cueTy MOOWJIBbHBIN TesieOH. DTO caMbIil yAOOHBIH U OBICTPHIA CIIOCOO
BOCCTAHOBUTH JIOCTYM K cueTy. [IpuBsi3aHHBIN TesiepOH MOMOKET, e 3a0yAelTb CBOU
IUTATEXKHBIUA IMapOJIb WU 3akielIh Ha CAUT C HE3HAKOMOTO YCTPOHCTBA;

2. Mcnonb3yir ogHOpa3oBble maposu. [locie mepexosa Ha YCUJIEHHYIO aBTOPHU3AIIUIO
Tebe y2ke He Oy/IeT yrpoKaTh OMACHOCTh KPaKU MJTU MlepexBaTa IIaTEKHOTO TapoJIs;

3. BeiOepu ciioxkHbIN maposb. IlpectymmHUKaM OyfeT He IIPOCTO yraJaTh CIIOKHBIN
napoJsib. HazieskHble mapoJyii — 3TO MapoJiv, KOTOPbIE COAEPKAT He MeHee 8 3HAKOB U
BKJIIOUAIOT B ce0S CTPOUHBIE W IPONHCHBIE OYKBBI, IIM(PPHI U HECKOJIBKO CHMBOJIOB,
TaKHe KaK 3HaK Jlojiapa, pyHTa, BOCKJINIATeJIbHBIN 3HAK U T.II. Hampumep, StROng!;;

4. He BBOIY CBOU JIMYHBIE TAaHHBIE HA CAaTaX, KOTOPHIM HE JJOBEPSIEIIb.

OJIeKTPOHHAA IIOHTA



DJIEKTPOHHASA MOYTA — 3TO TEXHOJIOTUS U IPEIOCTaBJIsIEMbIE €10 YCIYTU T10 TIEPEChUIKE
U TIOJIYYEHHUIO 3JIEKTPOHHBIX COOOIIEHNH, KOTOPbIE PACIPEIESIOTCS B KOMIIBIOTEPHOU
cetd. OOBIYHO HJIEKTPOHHBIM IIOYTOBBIN SIIUK BBIIVIAJAUT CJIEAYIOMUM 00pa3oMm:
UMs_II0JIb30BaTEII@UMs_JloMeHa. Takike Kpome Iepefjaud IIpoCTOro TeKCTa, UMEETCS
BO3MOKHOCTD Ilepe/iaBaTh (haibl.

OCHOBHBIE COBETHI 10 HE30ITACHON PaboTe C HJIEKTPOHHOU ITOYTOM:

1. Hazio BpIOpaTh IpaBUJIBHBINA ITIOYTOBBIN cepBUC. B mHTepHETE ecTh OTPOMHBIN BBIOOD
OecIUIaTHBIX IOYTOBBIX CEPBHCOB, OJIHAKO JIYYIIE JIOBEPATH T€M, KOTO 3HAellb U KTO
IIepBbIU B PEUTHUHTE;

2. He ykaspIBall B INUHOU MOYTe JIMUHYI0 WHopManuio. Hanpumep, jrydiie BpIOpPaTh
«MYy3bIKaJIbHbIN__(paHAT@ » UJIN «POK2013» BMecTO «TeMal3»;

3. Mcrosip3yil IByXaTaIlHYI0 aBTOPHU3AIIHI0. DTO KOT/la IOMHMO I1apoJjisi HYy>KHO BBOJUTH
KOJI, MpUchLiaeMblil 1o SMS;

4. Bpibepu cJI0KHBIN maposb. g KaXKJIOTO MOYTOBOTO AIIUKA JOJIKEH OBITH CBOM
Ha/Ie’KHBIN, yCTOUUYUBBIN K B3JIOMY HapOJib;

5. Ecotm ecTh BO3MOXKHOCTh HAmMCaTh CaMOMY CBOM JIMYHBIM BOIIPOC, HUCIOJIB3YH 3Ty
BO3MOXKHOCTB;

6. Vcnonb3yil HECKOJIBKO TOYTOBBIX ANIMKOB. IlepBbIM /11 4acTHOU IIEPENUCKU C
azipecaTaMu, KOTOPHIM ThI IOBEPsEIIb. DTO 3JIEKTPOHHBIN a/ipec He HaJ/l0 UCIIO0JIb30BaTh
IIpU perucrpanuu Ha ¢popyMmax u cairTax;

7. He oTkpsbiBail Qaityibl U Apyrue BJIOXKEHUA B MUCbMax JlaXke eCjI OHU MPUIILIUA OT
TBOUX JIpy3eil. JIydllle yTOUHH y HUX, OTIPABJISJIN JIU OHU Tebe 3TU (ailibl;

8. Tlocne okoHuaHus pPabOTHI Ha TOYTOBOM CEPBHICE IIE€pe]] 3aKPHITHUEM BKJIAJKHA C
caiiToM He 3a0y/Zib Ha:KaTh HA « BEIATH ».

KubepOy IyIMHT WU BUPTYaJIbHOE U3/IEBATEIHCTBO

KubepOy/sTMHT — IIpecyiefJOBAaHUE COOOIEHUSIMU, COAEPIKAIUMH OCKOPOJIeHUs,
arpeccuio, 3alyruBaHUE; XYJIMTAHCTBO; COIMAJIbHOE OOMKOTHPOBAaHHE C ITOMOIIBIO
Pa3JIMYHBIX UHTEPHET-CEPBHCOB.

OcHOBHBIE COBETHI 10 OOpHOE ¢ KNOEpOYJIITMHTOM

1. He Opocaiicsa B 6oii. JIyummuid crocob: IocoBeTOBaThCs Kak ceOs BECTH U, €CJIU HeT
TOT0, K KOMY MOXKHO 00pPaTUTbhCS, TO BHAUYAJIE YCIIOKOUTHCS. ECTH ThI HAUHEIITH OTBEYATh
OCKOpPOJIEHUSIMU HAa OCKOPOJIEHH S, TO TOJIBKO elle OOJIbIIIE PA30KIKEITh KOH(MIIUKT;

2. YopaBisil cBoell KkubepperyTaruyeii;

3. AHOHUMHOCTb B CeTH MHUMAasl. CymeCTBYIOT CII0COOBI BbIACHHUTDb, KTO CTOUT 34
AHOHHNMHBIM aKKayHTOM;

4. He crouT BecTH Xy/IMTaHCKUM 00pa3 BUPTYyaIbHOU JKU3HU. VIHTEpHET QUKCUPYET Bce
TBOU JIEUCTBUSA U COXPAHAET UX. YIAIUTD UX OyZeT KpailHe 3aTPy/IHUTEIHHO;

5. Cobuto1ail cBOM BUPTYaIbHYIO YECTh CMOJIOAY;



6. UrHopupyéi eauHUYHBIA HeratuB. OJHOPAa30BbIE OCKOPOUTENIbHBIE COOOIIEHUS
JIydiie urHopupoBaTh. OOBIUHO arpeccus MpeKpaliaeTcs Ha HaYaJIbHOU CTaf{uH;

7. ban arpeccopa. B IIporpamMmax oOMeHa MIHOBEHHBIMH COO6IH€HI/IHMI/I, B COIMA/IBHBIX
CEeTAX €CTb BO3MOXXKHOCTDb 6J'IOKI/IpOBKI/I OTIIpaBKU COO6IJ.[€HI/IIL/,1 C OIIpEAECJIEHHBIX aIPECOB;

8. Ecim T cBuzerenb KubepOysutmHra. TBoW AeHCTBHA: BBICTYIIUTHh IPOTUB
Ipecje/ioBaTesisA, IMOKa3aTh €My, YTO €ro JeUCTBUS OIeHMBAIOTCA HETaTUBHO,
TOZ/IePKaTh JKEPTBY, KOTOPOU HY’KHA IICUXOJIOTUYECKAS TTIOMOIIlb, COOOIITUTH B3POCIBIM
0 ¢aKTe arpecCUBHOTIO MTOBEJIEHU B CETU.

MobubHBIHN TenehOH

CoBpemenHble cMapTGOHBI U IUIAHIIETHI COAEPKAT B cebe BIIOJHE B3POCJIBIHI
pyHKIIMOHAJ, W Temepb OHU MOIYT KOHKYPHUPOBaTb CO CTAllMOHAPHBIMU
KoMIboTepaMu. OTHAKO, CPEJICTB 3AIUTHI JJIs MOJIOOHBIX YCTPOMCTB IIOKA OUYE€HDb MAJIO.
TecTupoBaHue U MOUCK YA3BUMOCTEN B HUX IIPOUCXOAUT He TaK MHTEHCUBHO, KaK JJIf
ITK, To ke camoe KacaeTcsi U MOOMIbHBIX TPUJIOKEHUH.

CoBpemeHHble MOOWIbHBIE Opay3epbl Y»Ke NPAKTUUYECKU JIOTHAIM HACTOJIbHbIE
aQHAJIOTH, OJTHAKO pacimupeHre GyHKIIMOHAIA BIEYET 3a cOO0M OOJIBIIYIO CJIOKHOCTD U
MEHBIIIYIO 3aIUIIEHHOCTD.

Z[aJIeKO HE BCE IIPOU3BOAUTEIN BBIIIYCKAIOT O6HOBJI€HI/IH, 3aKpPbIBAIOIINE KPUTHUYECKHE
YA3BUMOCTH JId CBOUX YCTpOﬁCTB.

OCHOBHBIE COBETHI /1151 6€30I1ACHOCTH MOOMIIBHOTO TesieoHa:

1. Huyero He sIBIseTCA IO-HACTOAIIEMY OeCIUIaTHBIM. Byab OCTOPOKEH, Bellb KOTZA
Tebe mpeiaraloT OecIyIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHe-TO ILJIaTHBIE
YCIIyTH,

2. Jlymaii, mpexJie uem otapaButh SMS, ¢oTo wiu Buzieo. Thl TOUHO 3HAEID, I/I€ OHU
OyZlyT B KOHEYHOM UTOTE?

3. HeoO6xoarmo 06HOBIIATE ONIEPAIlMOHHYIO CUCTEMY TBOETO CMapTQOHa;
4. Victiosb3yii aHTUBUPYCHBIE IPOTPAMMBI /IJ11 MOOMJIBHBIX Te1e(pOHOB;

5. He sarpy)Kaf/'I IIPUJIOZKEHUA OT HEM3BECTHOI'O UCTOYHHNKA, BEAb OHU MOTIYT COAEPKATb
BpE€AOHOCHOE ITPOrpaMMHO€E O6eCHequI/I€;

6. IToce TOTO Kak ThI BBIWJIEIID C CAKTa, I7ie BBOAW JUUYHYI0 HHPOpMAIHIO, 3ali/I B
HaCTpPOMKHU Opaysepa H yzaau cookies;

7. HepI/IOI[I/I‘{eCKI/I HpOBepHﬁ KaKHue€ IJIaTHbIE YCJIIYTH aKTHBHPOBAHbBI Ha TBOEM HOMEDPE;

8. /laBaii cBOil HOMEP MOOMJIBHOTO TesedOHA TOJBKO JIIO/ASAM, KOTOPBIX Thl 3HAENIb U
KOMY Jl0Bepsielllb;

9. Bluetooth somkeH ObITH BBIKJIIOUEH, KOTZIA Thl UM He ToOJib3yellbcs. He 3abbiBait
MHOT/[A IIPOBEPSITH 3TO.

Online urpser



CoBpeMeHHble OHJIAUH-UTPBl - 5TO KPACOYHbIe, 3axXBaThIBAWOIINE pa3BjedyeHUs,
00beINHAIONINE COTHHU THICSAY YeJIOBEK 10 BceMy MUpY. IrpoKku UCCieIyIoT JaHHBIA UM
MUD, OOLIAIOTCA APYT € JIPYTOM, BBINIOJIHAIOT 33J]JaHUs, CPA’KAIOTCA C MOHCTPAMH U
IIOJIy4yaloT OIBIT. 3a YZOBOJBCTBUE OHM IUIATAT: IIOKYIAIOT JUCK, OIIAYUBAIOT
abOHEMEHT WJIU MMPUOOPEeTar0T KaKKUe-TO OIIUH.

Bce stu cpexmcrBa uAyT Ha IOJJep:KaHMe U pas3BUTHE MIPBHI, a TakXKe Ha camy
6e30I1acHOCTh: COBEPIIIEHCTBYIOTCSA CHCTEMBI AaBTOPU3AIHH, BHIITYCKAIOTCSA HOBBIE ITATUH
(rmudpoBble 3aIUIaTKY 11 IPOrPaMM ), 3aKPhIBAIOTCA YA3BUMOCTU CEPBEPOB.

B HOI[O6HBIX HUIrpax CTOUT oOIacaTbCAd HE€ CTOJIBKO CBOHX COIIEPDHHUKOB, CKOJIBKO KpaXXH
TBOE€TO IMMapoJid, Ha KOTOPOM OCHOBaHa CHUCTEMA aBTOpHU3alluH OOJIBIITMHCTBA urp.

OCHOBHBIE COBETHI 110 OE30IIACHOCTH TBOETO HUI'POBOr'o aKKayHTa:

1. Ecam ,/:prroﬁ HUT'DOK BeJET ce0bs IJI0X0 WJIH co3gaeT Tebe HEIIpUATHOCTH, 336HOKHPYﬁ
€ro B CIIMCKE NTPDOKOB;

2. Ilokamyiica aAMUHHUCTpATOpaM MIrPbl Ha IIOXO€ IIOBeJeHHEe 3TOTO UIPOKa,
JKeJlaTeIbHO MPUJIOKUTh KaKHe-TO I0Ka3aTeJIbCTBAa B BU/JIE CKDUHOB;

3. He ykaspiBail inuHy0 nHGOpMaIyio B mpodaiisie urpsol;
4. YBaxkall IpyTux y4aCTHUKOB 110 UTDE;

5. He ycranaBiuBaii HeopuiimaabHble MaTYM U MOJIbI;

6. Vlcriosib3yi cy103KHBIE U Pa3Hble [1apOJIH;

7. Jlaxke BO BpeMs WUTPHI HE CTOUT OTKJIIOYaTh aHTHUBUDPYC. Iloka Thl uUrpaemib, TBOU
KOMIIBIOTED MOTYT 3apa3UuTh.

QOUIIUHT WA KpaXa JIMYHbIX JaHHbIX

OObIYHOU Kpasked JeHer W JOKYMEHTOB CEerofHs YK€ HHUKOTO He YAHBHIIND, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTUH 3JI0YMBINIJIEHHUKHN IIEPEMECTHJINCh B UHTEPHET, U
IIPOIOJIXKAIOT 3AHUMATHCS «JTIOOUMBIM» JI€JIOM.

Tak mosiBUJIach HOBasl yrpo3a: HHTEPHET-MOIIIEHHUYECTBAa WX (DUIIUHT, TJIaBHAS I1eJ1h
KOTOPOTO COCTOMT B IOJYyYEHWH KOHDHUIEHIMATbHBIX JAaHHBIX II0JIb30BAaTEIed —
JIOTUHOB ¥ napoJiei. Ha aarmuiickom sa3bike phishing untaercs kak ¢pummar (ot fishing
— pbIOHAas JIoBJIsA, password — apoJIsb).

OcHOBHBIE COBETHI 10 OOpHOE ¢ GUITUHTOM:

1. Cienun 3a cBOMM akKKayHTOM. Ecjm Thl IIOJ03peBaelllb, YTO TBOs aHKeTa ObLIa
B3JIOMaHa, TO HEOOXOAMMO 3a0JIOKHPOBATh €€ U COOOIIHUTh aJIMUHHUCTPATOPaM pecypca
00 3TOM KaK MOKHO CKOpee;

2. Hcmonp3yin Oe3ommacHble BeO-CAalThl, B TOM 4YHCJIE, WHTEPHET-Mara3mHOB U
IIOMCKOBBIX CHCTEM;

3. Mcrosib3y# cj10’KHBIE ¥ pa3Hble maposiu. Takum obpa3om, eciiu TeOs B3JIOMAOT, TO
3JI0YMBIIIJIEHHUKH TI0JIyYaT JOCTYII TOJIBKO K OZHOMY TBOEMY MPOMUIIIO B CETH, a HE KO
BCEM;



4. Ecoiu Tebs1 B3sioMastu, TO HeOOXOUMO ITPEAYIIPEIUTD BCEX CBOMX 3HAKOMBIX, KOTOPbIE
JlobaBjieHbl y TeOST B JIPY3bsSX, O TOM, UTO TeOs B3JIOMaJI M, BO3MOKHO, OT TBOETO
“MeHU OyZleT pacchLIaThCs ClIaM B CChUTKHM HA (PUITMHTOBBIE CAUTHI;

5. YcraHoBU HajieskHbIN 1aposib (PIN) Ha MOOMIIBHBIN TeedOH;
6. OTKJII0YY COXpaHEHUE MapoJIisA B Opaysepe;

7. He oTkpsbiBail Qailyibl U Apyrue BJIOKEHUA B MUCHbMAax JlaXke eCcjIi OHU MPUIILIUA OT
TBOUX JIpy3eil. JIyuliie yTOUYHU Yy HUX, OTIIPABJISIIN JIM OHU TeOe 3TU daiiybl.

[Mudposas penyranus

[MudpoBas pemyTamus - 3TO HeraTUBHAs WIN MO3UTHBHAs nHGoOpMaIus B ceTu o Tebe.
Komnpomerupynomasna nHpOpManus pa3MelleHHAasd B HHTEPHETE MOKEeT Cepbe3HBbIM
0o0pa3oM OTpa3uThbcsA HAa TBOeH peasibHOM ku3HU. «[{udpoBas pemyranus» - 3TO TBOU
UMUK, KOTOPBIH opmupyeTcs n3 nHopMaInuu o Tebe B THTEPHETE.

TBoe mecTO KHUTEJIbCTBA, yqe6b1, TBOE (I)I/IHaHCOBOG IIOJIOKEHUE, 0COOEHHOCTHU
XapaKTepa U paCCKa3bl O OJIMBKUX - BCE OTO HAKAILJINBAETCS B CETH.

MHoTH€e TOAPOCTKH JIETKOMBICIEHHO OTHOCATCS K IyOJTUKAIIUY JIMYHON HHGPOPMAINHU B
VHTepHeTe, He IOHUMAs BO3MOXKHBIX ITOC/IeACTBUH. ThI Jlaske He CMOXKEIb T0TaaThCsl
0 ToM, uTo ¢doTtorpadus, pazMellleHHas 5 JIET Ha3aJl, CTajla IPUUYNHON OTKa3a MPUHSITH
TeOsI Ha paboTy.

KomMeHTapuu, pasmellleHHe TBouX ¢oTorpaduii W Apyrue JIeHCTBUS MOTYT He
HMCUE3HYTh JlasKe TOCJIE TOTO, KaK Thl UX yJAaIdIlb. Thl He 3HaEIb, KTO COXPAHUJI 3Ty
nHpoOpManuoo, IoIajga JU OHA B MOWUCKOBBIE CHCTEMBI W COXpPaHWJIACh JU OHA, a
[JIABHOE: YTO IMOAYMAKT O Tebe OKPY Karolllee JIFOAU, KOTOpble HAUAYT U yBUJSAT 3TO.
Hatiti nHGOpMAaII0 MHOTO JIET CITYCTsI CMOKET JIF000H - KaK U3 TOOPBIX ITO0YKIAEHUH,
TaK U ¢ HAMEPEHUEM IMPUUYNHUTD BPe. ITO MOKET OBITh KTO YTOJTHO.

OCHOBHBIE COBETHI 110 3aIUTe TUDPOBON penyTaluu:

1. [Togymaii, mipesk/ie 4eM 4TO-TO ITyOJIMKOBAaTh W Ilepe/ilaBaTh y cebs B OJyiore WiIu B
COIIAJIbHOM CETH;

2. B HacTpoiikax mpoduisa yCTaHOBU OTPAHUYEHHSA HA IIPOCMOTP TBOETO MTPOMUIIA U €T0
COZIEP>KUMOTO, CJIeJIall €T0 TOJIBKO «JJIs IPy3€eii»;

3. He pasmemaii 1 He ykasbpiBail WHGOPMAIHUIO, KOTOPAs MOKET KOro-JI100 OCKOPOJISThH
WU OOMKATh.

ABTOpCKOE TPaBO

CoBpeMeHHble NIKOJIBHUKHU- aKTUBHBIE II0JIb30BAaTEeJId ITU(PPOBOIO MPOCTPAHCTBA.
OpHaKo Jajieko He BCe 3HAIOT, YTO I10JIb30BAaHNE MHOTUMU BO3MOKHOCTAMY IIM(PPOBOTO
Mupa TpebyeT coOII0eHUA IPaB Ha NHTEJJIEKTYAJIbHYI0 COOCTBEHHOCTD.

TepMUH «UHTEJUIEKTyaJIbHasi COOCTBEHHOCTh» OTHOCUTCS K PA3/IMUYHBIM TBOPEHUSIM
YeJIOBEYECKOTO yMa, HauyMHasg C HOBBIX H300peTeHWH U 3HAKOB, 0003HAYAIOIINX
cOOCTBEHHOCTh Ha TMPOJYKTHI W YCJIYTH , U 3aKaHUMBasg KHHUTaMu, ¢ororpadusamu,
KUHOGUIBMaMH B My3bIKaJIbHBIMH ITPOU3BEEHUSIMHU.



ABTOpCKHE TIpaBa - 9TO IIpaBa Ha UHTEJJIEKTYJIbHYI0 COOCTBEHHOCTh HA IIPOU3BEIEHUS
HAyKH, JINTEPATYPbl U HUCKYCCTBA. ABTOPCKHUE IpaBa BBICTYMAIOT B KayecTBe TapaHTHUU
TOTO, UTO UHTEJJIEKTYaJIbHBIN/TBOPUECKUH TPy, aBTOpa He Oy/eT HAallpacHbBIM, JJacT eMy
CIIpaBeZ/IMBble BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTaTaX CBOETO TPYZAA, IOJIYIUTH
M3BECTHOCTDH U Ipu3HaHue. HUKTo 6e3 pa3pelieHus aBTopa He MOKEeT BOCIIPOU3BOIUTH
€ro IMpPOU3BEEHUE, PACIPOCTPAHATH, IyOJIUYHO JEMOHCTPUPOBATh, IIPOAABATH,
MMIIOPTUPOBATh, IIyCKaTh B MPOKAT, IMyOJIUYIHO HCIIOJIHATH, TOKA3BIBATH/ UCIIOTHATh B
a¢upe niu pa3Mmeniats B UHTepHeTE.

Hcnosip3oBaHue «MUPATCKOTO» IPOTPAMMHOrO OOecIieueHus1 MOKET IMPHUBECTH K
MHOTUM pHUCKaM: OT IOTePU AAHHBIX K TBOUM aKKayHTaM 0 OJIOKUPDOBKU TBOETO
yCTPOMCTBA, I7le YCTAHOBJIEHHBIN He JierayibHasdg nporpaMmma. He cTouT Tak:ke 3a0bI1BaTh,
YTO CYIIIECTBYET JIETAIbHBIE U OECIIaTHBIE IIPOTPAMMBbI, KOTOPBbIE MOKHO HAUTHU B CETH.

O nopraie

CereBUYOK.p - TBOU TIJIaBHBIM COBETYHMK B CeTU. 37leChb Thl MOXKEIIb Yy3HATh O
0e30IIaCHOCTH B CETH IOHATHBIM U JIOCTYIHBIM A3BIKOM, a INPU BO3HHUKHOBEHUU
KPUTUYECKON CUTyallul OOpaTUTHCS 3a COBETOM. A TaKKe IPHUHATH y4yacTHe B
KOHKYPCaX U CTaThb CAMBbIM I (PPOBBIM I'PaKJaHUHOM!

HNuadbopmanmnoHHaA MaMATKA AJIS O0yJaIOIINXCS /IS pa3dMeIeHus
Ha opunuaabHbIX UHTEpHET-pecypcax

C KaxkIbIM TOZIOM MOJIO/IEZKH B MHTEPHETE CTAHOBUTHCS OOJIbIIIE, a ITKOJILHUKU OJTHU U3
caMbIX aKTUBHBIX MOJIb30Baresiei PyHera. MeKay TeM, IOMHMO OTPOMHOTO KOJTUYECTBA
BO3MO’KHOCTEH, MHTEPDHET HeCeT W IpoOJieMbl. DTa HaMsATKA [0JKHA IIOMOYb Tebe
0e30I1aCHO HAaXOAUTHCS B CETH.

KomImbroTepHbIE BUPYCHI

KomnpioTepHBI BUpPYC - 9TO Pa3HOBUJHOCTh KOMIIBIOTEDHBIX IPOrpaMm,
OTJINYUTETLHOU OCOOEHHOCTHIO KOTOPOU fABJISETCSA CHOCOOHOCTh K pPa3MHOKEHHI0. B
JIOTIOJIHEHHE K 3TOMY, BHUPYCHl MOTYT HOBPEJUTHh WU IIOJHOCTBIO YHUUTOXXUTH BCE
daitynibl M JaHHBIE, TOJAKOHTPOJIBHBIE II0JI30BATENI0, OT HUMEHH KOTOpOro ObLia
3amyllleHa 3apak€HHasd IporpaMmMa, a TakKe MNOBPeJUTh WU [Ja)Ke YHUUTOXKUTH
OIEpallMOHHYIO0 cHcTeMy cO BceMH aillaMu B 1eJoM. B OOJIBIIMHCTBE CiIy4yaeB
pacIpoCTPaHAITCA BUPYChl Yepe3 UHTEPHET.

MeTozbl 3alIUTHI OT BPEJOHOCHBIX TPOIPaMM:

1. Mcnonb3yii coBpeMeHHBIE ONEPAllIOHHbBIE CUCTEMbBI, UMEIOIINE CEPHE3HBIM YPOBEHD
3aIUTHI OT BPEJOHOCHBIX IPOIPaMM;

2. [locTrossHHO ycTaHaBiIWBail mautu (1UpOBbIE 3aIIATKU, KOTOPbIE aBTOMATHYECKH
YCTQHABJIUBAIOTCA C IEJIbI0 JIOPAaOTKH IPOrpaMMbI) M Jpyrue OOHOBJIEHHS CBOEU
omnepanuoHHOU cucTeMbl. CKaunBail UX TOJIBKO C OPUIIMATIBHOTO calTa pa3zpaboTunka
OC. Eciu cymiecTByeT peKUM aBTOMATHIECKOTO OOHOBJIEHU S, BKJTIOUH €TO0;



3. Paboraii Ha cBOEM KOMIIbIOTEPE I10] IPaBaMHU II0JIb30BATEJIs, & HE aIMUHUCTPATOPA.
ITO He MO3BOJIUT OOJIBIINHCTBY BPELOHOCHBIX ITPOIPAMM HHCTAJIMPOBATHCSA HA TBOEM
[IepCOHAIBHOM KOMIIBIOTEDE;

4. Vlcrioib3yii aHTUBUPYCHBIE IPOrPaMMHbBIE ITPOAYKTHI U3BECTHBIX ITPOU3BOAUTEIIEH, C
aBTOMAaTHUYEeCKUM OOHOBJIEHHEM 0a3s;

5. Orpannub GU3NUECKUU JIOCTYTI K KOMIIBIOTEPY /IJ1 IOCTOPOHHUX JIUII;

6. VMcnosib3yli BHEIIHUE HOCUTENN HH(pOPMAINU, TaKhe Kak (Jielika, TUcK wuinu ¢ain
13 UHTEPHETA, TOJIbKO U3 ITPOGEePEHHBIX HCTOUHUKOB;

7. He oTKkpbIBaill KOMHbIOTepHBIE (alisIbl, IOJIyYeHHblE U3 HEHAJE€KHbIX MCTOUHUKOB.
Jlaxe Te pailpl, KOTOpble IPUCIAl TBOM 3HAKOMBIU. JIydllle yTOUHU Y HEero, OTIIPaBJIA
JI1 OH Tebe ux.

Cetu WI-FI

Wi-Fi - 3T0 He BUJ Ilepe/laud JaHHBIX, HE TEXHOJIOTUSA, a BCETO JIUIIb OpeHJ, MapKa.
Eme B 1991 rogy HuAepsaH/cKas KoMIIaHUA 3aperucrpupoasna opena « WECA», grto
obo3Hayanmo ciaoBocodyetanue «WirelessFidelity», koropbelli mepeBoguTCA  Kak
«0ecTpoBO/IHAS TOUHOCTD>.

Jlo Hamiero BpeMeHHU JoLLIA Apyras ab0peBuaTypa, KOTOpas sBJISETCA TaKOHU Ke
TexHoJioruer. Ato abbpeBuarypa «Wi-Fi». Takoe Ha3BaHHe OBLIO JaHO ¢ HAMEKOM Ha
CTaHZIAPT BbICHINM 3ByKoBOU TexHuku Hi-Fi, yTo B mepeBojie O3HAYaeT «BBICOKas
TOYHOCTH>.

Jla, GeciuiaTHBIN MHTEPHET-ZOCTYH B Kade, OTesIsAX U a3pOIOpPTaxX ABJSAETCH OTIMYHOU
BO3MOJKHOCTBIO BBIXOJIa B WHTEpHeT. HO MHOrme 5SKCHEPTHI CYUTAIOT, UTO
obmenocrynabie Wi-Fi cetn He ABJISIOTCA O€30I1aCHBIMHU.

Cosetsl 110 6e301acHOCTH paboTe B 001e/I0CTYIHBIX ceTax Wi-fi:

1. He mepepaBaii cBowo JjmuyHyl0 HHOpManuio uyepe3 obmiemoctynHble Wi-Fi ceTu.
Pabotas B HUX, KeJlaTeJIbHO He BBOJUTH NAPOJIU JOCTYIIa, JIOTUHBI U KaKHe-TO HOMepa;

2. Mcnosnib3yl 1 OOHOBJIAM aHTUBUPYCHBIE IPOTPaMMBbI U OpaH/iMayep. Tem caMbIM ThI
obe3omacuInb ceds OT 3aKaYKK BUPYca Ha TBOE YCTPOKCTBO;

3. IIpu ucnonszoBanuu Wi-Fi otrmoun dynkiuio «O6muil moctyn k daiyiam u
npuHTepaM». JlaHHasg QYHKIOHMA B3aKppITa II0 YMOJIYAHHIO, OJHAKO HEKOTODBIE
II0JI30BATEIN AKTUBUPYIOT €€ /IS yI00CTBA HCIIOIB30BaHUsA B paboTe niu yuebe;

4. He ucnionpay nyosuuabid WI-FI u1a mepepaun JIMYHBIX JTAHHBIX, HAIIPUMeED JJIs
BBIXO/Ia B COIMAJIbHBIE CETH UJIH B BJIEKTPOHHYIO IIOYTY;

5. lmonb3y# TONbKO 3ainuineHHoe coenuHeHue yepe3 HTTPS, a ne HTTP, T.e. mpu
Habope Beb-aipeca BBOAU UMeHHO «https://»;

6. B wmoOmibHOM TesmedoHe oOTkIOuUH GyHKOuo «Ilogkimodyenue k  Wi-Fi
aBToMaTtuuecku». He /omyckall aBTOMaTUUECKOTO IMOJKJIIOUEHHUs YCTPOUCTBA K CETAM
Wi-Fi 6e3 TBoero coryiacus.

ConuanpHbIe CETH



ConuasyibHble CeTU aKTHBHO BXOJAT B HAILY KU3Hb, MHOTHE JIIOAU PabOTAIOT U KUBYT
TaM IOCTOSTHHO, a B Facebook y:ke 3apervcTpupoBaH MUJLIHApP/L Y€JIOBEK, UTO SIBJISIETCS
OZIHOI ceIbMOI BCeX >KHUTeJIeHd IIaHeThbl. MHOTrHe II0JIhb30BaTeJM He MOHHMAIOT, 4TO
nHpopManus, pasMellleHHas HWMH B COIHMAJbHBIX CETAX, MOXKET ObITh HalijleHa U
HCII0JIb30BaHa KEM YTO/THO, B TOM UMCJIe He 00A3aTeIbHO ¢ OJ1ariMu HaMepeHUsIMH.

OCHOBHBIE COBETHI 10 OE30ACHOCTH B COIIMAJIBHBIX CETAX:

1. Orpa"nuub CHOHUCOK Jpy3ed. Y TebOA B Ipy3bsAX HE JIOJDKHO OBITh CIIydallHBIX U
HE3HAKOMBIX JIIOJIEH;

2. 3amuiai CcBOI YacTHYIO Ku3Hb. He ykasbpiBail maposu, TesedoHBI, ajgpeca, AaTy
TBOErO0 PpOXKAEHUs U JAPYIyl0 JIUYHYI0 WH(OpMamuo. 3JIOyMBIIUIEHHUKA MOTYT
HCIIOJIb30BaTh Jlake WHGOPMAIIUIO O TOM, KaK Thl U TBOU POAUTENH IUIAHUDPYeTe
IIPOBECTU KaHUKYJIbI;

3. 3amuirai cBO0 PEIMyTaIHIo - IEPKU €€ B YUCTOTE U 337laBail ceOe BOIIPOC: XOTeJT ObI
ThI, YTOOBI JAPYTHE T0JIb30BATEIN BUEIH, UYTO THI 3arpyskaelisb? Iloaymaii, mpex/ie yeM
YTO-TO OMYyOJIUKOBATh, HAIIUCATh U 3aTPy3HUTh;

4. Ecu ThI TOBOPHUIIB C JIIOABMU, KOTOPHIX HE 3HAEIb, HE UCIOJb3YH CBOE PEaIbHOE
UMs U JPYTYIO JJUUYHYI0 HHQOPMaIMU: UMsI, MECTO JKUTEJIHCTBA, MECTO yUeObl U ITpoYee;

5. N36erait pazmemenus dororpaduii B IHTEpHETE, I/1e THI N300paKeH HA MECTHOCTH,
10 KOTOPOU MOXKHO OIPEeZIEJTUTh TBOE MECTOIIOJIOKEHHE;

6. [Ipu perucrparnuu B COIUAIBHON CETH HEOOXOANMO UCIIOIB30BATh CJIOXKHbIE TIAPOJIH,
cocrosIe u3 OyKB U UMD U ¢ KOJIMIECTBOM 3HAKOB HE MeHee 8;

7. Il COMAIBbHON CEeTH, IOYTHI U JIPYTUX CAWTOB HEOOXOAMMO HCIIOJIb30BATh Pa3HbIE
naposiu. Toraa eciu TeOs B3JIOMAIOT, TO 3JI0YMBIIIEHHUKH MOJIy4aT JAOCTYII TOJIBKO K
OJIHOMY MecCTy, a He BO BCe cpasy.

BJ'IGKTpOHHI)Ie AC€HbI'

DJIEKTPOHHBIE JIEHBTH — 3TO OYeHb YJIOOHBIM crocob IUIaTe:kel, OJTHAKO CYI[EeCTBYIOT
MOIIIEHHUKH, KOTOPbIE XOTAT HOJIYUYUTh 3TU JIEHbTU.

SHGKTPOHHI)IG JA€HbI'H IIOABHUJINCH COBCEM HEAABHO M MMEHHO H3-3d 3TOT'O BO MHOTHX
rocygapCrBax A0 CHUX ITOP HE IIPOIIMCAaHO IIPO HUX B 3aKOHAax.

B Poccun xe oHM (GYHKIMOHHUDPYIOT M O HHX y’Ke IIPOIMCAHO B 3aKOHE, TIe HX
pas/ieIsI0T Ha HECKOJIBKO BH/IOB - aHOHMMHBIE M HE aHOHUMHBIE. Pa3HHIIA B TOM, UTO
QHOHHUMHBIE - 3TO Te, B KOTOPBIX paspeliaercs MTPOBOAUTh omepanuu 0Oe3
uaeHTUUKAIMN T10JIb30BaTe/Isl, @ B HEAHOHHMHBIX HIeHTH(DUKAIUHN I10JIh30BATENIS
ABJIIeTCS 00s13aTEILHOM.

Taxoke CJIEAYET pa3/indaThb 3JIEKTPOHHbIE (bHaTHbIe AE€HbI' (paBHI)I ToCyaAapCTBEHHbIM
BaJIIOTaM) " SJIEKTPOHHBIE He(l)I/IaTHI)Ie A€HbI'1 (He PaBHBI I'OCYAapPCTBEHHBIM BaJIIOTaM).

OCHOBHBIE COBETHI IO HE30ITACHOM PabOTe C 3JIEKTPOHHBIMU JIEHbraMU:

1. [IpuBszku K cueTy MOOUIBHBIN TesieOH. DTO caMblil yAOOHBIM U OBICTPHIM CIIOCOO
BOCCTAHOBUTH JIOCTYII K cueTy. [IpuBsa3aHHbIN TesieOH TOMOXKET, eCyIN 3a0y/elb CBON
IUIaTEXXHBIU apOoJIb UJIU 3al/Ielllb Ha CAUT ¢ HE3HAKOMOTO YCTPOMCTBA;



2. Mcnonp3yir ogHOpasoBble maposnu. Ilocsie mepexosa Ha YCUJIEHHYIO aBTOPHU3AIIUIO
Tebe y:ke He Oy/IeT yrpoKaTh OIMaCHOCTh KPaXKH WJTU IlepexBaTa IJIaTeKHOTO apoJis;

3. Beibepu cioxHbI maposib. [IpecTynmHukaMm OyZieT He IPOCTO yrazjaTh CJIOXKHBIN
naposnb. HagexxHple maposn — 9TO IIapojid, KOTOPBIE COAEpXKaT He MeHee 8 3HAKOB U
BKJIIOUAIOT B ce0s CTPOUHBbIE U MPONMUCHBIE OYKBBI, HU(PHI U HECKOJIBKO CHMBOJIOB,
TaKue Kak 3HaK Jlojiapa, GyHTa, BOCKJIMLIATEIbHBIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBOAY CBOM JIMUHBIE TaHHBIE HA CAaliTaX, KOTOPHIM HE JOBEPSIEIIb.
DJIeKTPOHHAaA IIOHTA

AJIEKTPOHHASA TOYTa — 3TO TEXHOJIOTUS U IIPEIOCTaBJIsIEMbIE €I0 YCIYTH I10 TIePEChLIKE
U TIOJIYYEHHUIO 3JIEKTPOHHBIX COOOIIEHNH, KOTOPhIE PACIPEIESIOTCS B KOMIIBIOTEPHOU
cetu. OOBIYHO BJIEKTPOHHBIA TIIOYTOBBIA SAIMUK BBIVIAAUT CJIEAYIOIAM 00pa3oM:
UMsI_II0JIb30BATe/IA@UMs_oMeHa. Takyke KpoMe Mmepesladd MPOCTOTO TEKCTA, HMEETCS
BO3MOJKHOCTD ITepeiaBaTh (hanIbl.

OCHOBHBIE COBETHI 110 OE30IMaCHON PaboTe ¢ BJIIEKTPOHHOMN ITOYTOMH:

1. Hazo BpIOpaTh IpaBUJIBHBINA ITOYTOBBIN cepBUC. B nHTepHETE ecTh OTPOMHBIN BBIOOD
OecIUIaTHBIX MMOUYTOBBIX CEPBHCOB, OJTHAKO JIYYIIE JOBEPATH TEM, KOTO 3HAENIb U KTO
IIepBbIA B PEUTUHTE;

2. He ykaspIBail B JIMYHOU moUTe JIUYHYIO HHGoOpMaruio. Hanpumep, jydiie BhIOpAaTh
«MYy3bIKaJIbHBIN__(paHAT@ » UJIN «POK2013» BMecTO «TeMal3»;

3. Mcnosib3yH IByXaTAIlHYI0 aBTOPU3AINI0. DTO KOT/la IOMHMO I1apoJis HY>KHO BBOJAUTH
KOJI, MpUchkLIaeMbiil 1o SMS;

4. BpiOepu cJI0OKHBIN maposb. g KaXKJIOrO IOYTOBOTO AIIUKA JOJIKEH OBITH CBOM
Ha/Ie’KHBIU, yCTOUUYUBBIN K B3JIOMY HapOJib;

5. Ecotm ecTh BO3MOXKHOCTh HAmMcaTh CaMOMY CBOM JIMYHBIM BOIIPOC, HUCIOJIB3YH 3Ty
BO3MOXKHOCTB;

6. Hcrosp3yll HECKOJIbKO IOYTOBBIX SIIMKOB. [IepBBIM JIJIA YACTHOU MEPENUCKU C
ajipecaTaMu, KOTOPBIM ThI JJOBEPSEITb. ATO BJIEKTPOHHBIN aZipec He HAa/0 MCII0JIH30BaTh
IIpY perucTpanuu Ha ¢GopyMax U canuTax;

7. He oTkpsbiBail Qaityibl U Apyrue BJIOXKEHUA B MUCbMax JlaXke eCjI OHU MPUIILIUA OT
TBOUX JIpy3ei. Jlyulie yTOUHU Yy HUX, OTIIPABJISIIN JIK OHU Tebe 3T hailisl;

8. Ilocse okoHuaHus PabOTHl HA TOYTOBOM CepBUCE Ilepe]l 3aKPhITHEM BKIIAJIKU C
caiiToM He 3a0yZ[b HaOJKaTh HA « BEIATH ».

KubepOy IsIMHT WK BUPTYaJIbHOE U3/1€BATEIHCTBO

KubepOy/sIMHT — 1peciiefJoBaHUE COOOIIEHUAMU, COZEpKaAIUMU OCKopOJieHu ],
arpeccuio, 3allyrMBaHUe; XyJIWTAaHCTBO; COLMAJIbHOE OOMKOTUPOBaHHE C IIOMOIIBIO
Pa3JINYHBIX UHTePHEeT-CePBUCOB.

OcHoOBHBIE COBETHI 10 O0phOE ¢ KNOEepOYJIIMHTOM



1. He Opocaiicst B 60M. JIydImui croco0: IMOCOBETOBAThCS KaK ce0s BECTU W, €CJIU HET
TOTO, K KOMY MOKHO 00pPaTUTbhCs, TO BHAUYaJIe YCIIOKOUThCS. ECIH Thl HAUHEITh OTBEYATh
OCKOPOJIEHUSAMHY Ha OCKOPOJIEHHUS, TO TOJIBKO eIlle OOJIbIIe Pa30KKENTh KOH(DJIIUKT;

2. YpaBJsi cBoel KubepperyTarueii;

3. AHOHUMHOCTb B CE€TH MHHMAas. CYIIIECTBYIOT CIIOCOOBI BBIACHUTDb, KTO CTOHUT 3a
AHOHHNMHBIM aKKayHTOM;

4. He crouT BecTH XyJIMTaHCKUH 00pa3 BUPTYaIbHOU JKU3HU. VIHTEpHET QDUKCHPYET Bce
TBOM JIEHCTBHUS U COXPaHAET UX. YJAIUTh UX OyIeT KpaliHe 3aTPYAHUTEIHHO;

5. Cobutro/1ail cBOY BUPTYUIbHYIO YECTH CMOJIOAY;

6. WrHopupydl enuHUYHBIN HeratuB. OJIHOpPa30Bble OCKOPOUTESLHBIE COOOIEHUS
JIydqiie uirHopupoBaTh. OOBIYHO arpeccus MpeKpaliaeTcs Ha Ha4aJIbHOU CTa[UH;

7. ban arpeccopa. B mporpamMmmax o6MeHa MTHOBEHHBIMU COOOIIEHUAMHU, B COIMATIBHBIX
CeTSIX eCTh BO3MOXKHOCTh OJIOKHPOBKH OTIIPABKH COOOIIEHUH C OIIPEe/IETIEHHBIX aJ[PECOB;

8. Eciu Tl cBuzerenb KubepOysuimHra. TBom JAelcTBUA: BBICTYIIUTH IPOTUB
IpecjieioBaresisi, IIOKAa3aTh €My, 4YTO €ro JeWCTBUSA OIEHUBAIOTCA HEraTUBHO,
MIO/IIEPKATh JKEPTBY, KOTOPOU HYKHA IICUXOJIOTHYECKAs IOMOIIb, COOOIUTH B3POCIBIM
0 (pakTe arpecCUBHOrO MTOBE/IEHUS B CETH.

MoOubHBIN TenedoH

CoBpeMeHHble CcMapT(GOHBI W IUIAHIIETHI COAEPKAT B cebe BIIOJIHE B3POCJIBIHI
dyHKIIMOHAS, W Temepb OHU MOTYT KOHKYPUPOBaTh CO CTAI[HOHAPHBIMU
KoMIboTepaMu. OTHAKO, CPEJICTB 3AIUTHI JJIs MOJIOOHBIX YCTPOKCTB II0OKA OYE€Hb MAJIO.
TecTrpoBaHUE W IOUCK YSI3BUMOCTEH B HUX IIPOHCXOJIUT HE TaK MHTEHCHUBHO, KaK JJIs
ITK, To >ke camoe KacaeTcss 1 MOOMJIbHBIX TPUJIOKEHUH.

CoBpeMeHHbIe MOOWIbHBIE Opay3epbl yiKe MPAKTUUYECKH JOTHAJIH HACTOJIbHbIE
aQHAJIOTH, OJTHAKO pacIiiupeHne QyHKIIMOHAA BeveT 3a cCOO0M OOJIBIIYIO CI0KHOCTD U
MEHBIIYIO 3aIUIIEeHHOCTb.

Jlajieko He Bce MPOU3BOJIUTEU BBIIIYCKAIOT OOHOBJIEHUS, 3aKPhIBAOIIINE KPUTHUECKUE
YAA3BUMOCTH /IJIsl CBOUX YCTPOUCTB.

OcHOBHBIE COBETHI /J1s1 6€30MaCHOCTH MOOMJIBHOTO TesiepoHa:

1. Huyero He sIBJseTCsA ITO-HACTOAIIEMY OeCIUIaTHBIM. Byab OCTODOKEH, Bellb KOTZa
Tebe mperaraloT OeclIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHUE-TO ILJIATHBIE
YCIIyTH,

2. Jlymaii, npexze ueM otnpaButb SMS, doto wiu Buzaeo. Thl TOUHO 3Haellb, I7ie OHU
OyZyT B KOHEUHOM UTOTE?

3. Heobxo1M0 0OHOBJIATH OIlEPallMOHHYIO CUCTEMY TBOETo cMapTQdOHa;
4. ictioyb3yii aHTUBUPYCHBIE IPOTPAMMBI /IJ11 MOOMJIBHBIX TeIe(pOHOB;

5. He 3arpy»xaif mpuso:keHusl OT HEU3BECTHOTO UCTOYHUKA, BEJIb OHU MOTYT COZEPIKATh
BpeZIOHOCHOE ITPOrpaMMHOe o0ecrieyeHue;



6. Ilocsie TOTO Kak ThI BBIMEIIH C CAlTa, I7e BBOAWII JIMYHYI0 HWHGOPMAIUIO, 3al/IN B
HaCTpOUKHU Opaysepa u yzanu cookies;

7. Ilepuoinuecky TPOBEPSAM KaKue IJIaTHBIE YCJIYTU aKTUBUPOBAHBI HA TBOEM HOMEPE;

8. laBail cBoli HOMep MOOUIBHOrO TesedoHa TOJIBKO JIIO/ISIM, KOTOPBIX ThI 3HAellb U
KOMY JIOBEPSIEIIIb;

9. Bluetooth somkeH OBITH BBIKJIFOUEH, KOTZIAa ThI UM He MOJib3yellibes. He 3a0biBait
HMHOTI/Ia IPOBEPATH 3TO.

Online urpser

CoBpeMeHHblEe OHJIAUH-UTPBI - 5TO KpAaCOYHBbIE, 3axBaThIBAIOIINE pPa3BJedyeHUs,
00BEAVHSIONINE COTHU THICAY YEJIOBEK 10 BceMy MUpy. VITPOKU UCCIEAYIOT JaHHBIA UM
MUD, OOIIAIOTCA JPYT C ZPYTOM, BBIMIOJHSAIOT 33JJaHHA, CPAXKAIOTCA C MOHCTPAMHU U
IIOJIy4al0T OIBIT. 3a Y/ZIOBOJILCTBHE OHU IUIATAT: MOKYIAIOT [JUCK, OIJIAYMBaIOT
aboHEMEeHT WJIU MPUOOpeTaroT KaKKue-TO OIMIUH.

Bce stu cpezcrBa wAyT Ha MOJJlep:KaHUMe U Pa3BUTHE HIPHI, a TaKXKe Ha camy
6e30I1acHOCTh: COBEPIIEHCTBYIOTCA CUCTEMbBI AaBTOPU3AIMH, BBIIIYCKAIOTCA HOBBIE ITATUU
(rmudpoBbIe 3aIUIATKH J1J1A IPOTPaMM ), 3aKPhIBAIOTCS YA3BUMOCTH CEPBEPOB.

B l'IOI[O6HI>IX HUI'pax CTOHUT OIlaCaTbCA HE CTOJIBKO CBOHX COIIEPHUHKOB, CKOJIBKO KpaXXH
TBOETO I1apO0Jisd, Ha KOTOPOM OCHOBaHaA CHUCT€Ma aBTOpU3all1 OOJIBIITMHCTBA urp.

OCHOBHBIE COBETHI IO 0€30IACHOCTH TBOETO HUI'POBOr'0O aKKAyHTa:

1. Ecstu pyroit urpok BezieT cebs1 II0X0 WU co3/AaeT Tebe HeMPUATHOCTH, 3a0JI0KUpYyH
ero B CIIMCKE UTPOKOB;

2. Tloxkanyiici aAMUHUCTpATOpaM WIrpbl Ha IJIOX0€ IIOBEJIEHHE 3STOr0 UTPOKa,
KeJIaTeJIbHO IPUJIOXKUTD KaKHe-TO JIOKa3aTeTbCTBA B BUZE CKDHUHOB;

3. He ykassiBaii 1uunHyo nuH(popmMaIui B podaiise urpsi;
4. YBaxkall IpyTHUX Y4aCTHUKOB 110 UTDE;

5. He ycranasiuBaii HeoduninagbHble IaTIYU U MOJBI;

6. Mcrnoib3yH c10KHbIE U Pa3HbIE TAPOJIN;

7. ,Z[axce BO BpeEMsA HUIPbI HE CTOUT OTKJIIOUATb aHTHUBUPYC. IToka TBI Hrpaenib, TBOU
KOMIIBIOTEP MOTYT 3apa3UTh.

QOUIIMHT WX Kpa’Xa JINYHbIX JaHHbIX

OOBIYHOUM Kpa’kell JileHer U JIOKYMEHTOB CErOJHs YK€ HHUKOTO He YAUBHIINb, HO C
Pa3BUTHEM HUHTEPHET-TEXHOJIOTUH 3JIOYMBIIIJIEHHUKU IIEPEMECTUINCh B UHTEPHET, U
MIPOIOJIKAIOT 3AHUMATHCS «JTIOOUMBIM» JI€JIOM.

Tak mosiBUJIach HOBasl yrpo3a: HHTEPHET-MOIIIEHHUYECTBA WX (DUIIIMHT, TJIaBHAS [IEJIb
KOTOPOTO COCTOUT B IOJYyYEHUH KOHOUAEHIHMATbHBIX JaHHBIX II0JIb30BATEJIEd —
JIOTUHOB ¥ napoviedi. Ha anrimiickom s3beike phishing untaercs kak pumwuHr (ot fishing
— pBIOHAsA JIOBJISA, Password — mapoJib).



OCHOBHBIE COBETHI 10 HOPHOE ¢ DUITUHTOM:

1. Cieau 3a cBOUM AKKAayHTOM. Ecau TbI IIOJO3pEBacIllb, 4YTO TBOA aAHKETA ObLI1a
B3JIOMaHa, TO HeO6XO,III/IMO 3a6)IOKI/IpOBaTI:- ee u COO6H.II/ITI:- AIMHUHHUCTpATOpaM pecypca
00 5TOM KaK MO>KHO CKOpee;

2. I/ICHOJII)S}’ﬁ Oe30IacHbIE Be6-CaﬁTbI, B TOM 4YuCJI€, HHTEPpHET-MArasuHOB U
IIONCKOBBIX CUCTEM,

3. Mcnose3yii ciiokHBIE M pa3Hble maposu. Takum o6pa3om, eciu TeOs B3JIOMAIOT, TO
3JIOYMBINIIJIEHHUKH ITOJTydaT JOCTYII TOJIBKO K OJHOMY TBOEMY MPOMUIIIO B CETH, a HE KO
BCEM;

4. Ecniu Tebs B3soMasu, TO HeOOXOUMO MPeAYIIPEIUTD BCEX CBOMX 3HAKOMBIX, KOTOpbIE
nobaByieHbl y TeOS B JIPY3bsX, O TOM, UTO TeOS B3JIOMaIM U, BO3MOXKHO, OT TBOETO
“MeHU Oy/IeT pacchUIaThCSA CIaM U CChUIKU Ha (DUIITMHTOBBIE CAWTHI;

5. YcraHoBU HajieskHbIN aposib (PIN) Ha MOOMIBHBIN TenedOH;
6. OTKJIIOYY coOXpaHeHUe mapoJis B Opaysepe;

7. He oTkpbiBail ¢aiyibl U ApPyTrUe BJIOKEHUSA B IMHUChbMaxX JiaXke eCJId OHU HPHUIIIA OT
TBOUX JZIpy3eil. JIydlie yTOUYHH y HUX, OTIIPABJISJIN JIM OHU Tebe 3TU (paiibl.

[Mudposas penyranus

[Mudposas pemyTaius - 3To HeraTUBHAas WIN IO3UTHUBHAA UHGoOpManusa B ceTu o Tebe.
Kommpomerupyromas uHdopMarus pasMellleHHas B UHTEPHETE MOXKET Cepbhe3HBIM
00pa3oM OTpa3UThCS Ha TBOEH peaysibHOU Ku3HU. «[{udpoBas pemyranus» - 3TO TBOU
UMUK, KOTOPBIN opmMupyercs u3 nHbopManuu o Tebe B HHTEPHETE.

TBOE MECTO JKUTEJbCTBA, y4yeObl, TBoe (UHAHCOBOE IIOJIOKEHNE, OCOOEHHOCTU
XapaKTepa u PaccKasbl 0 OJIM3KHX - BCE 3TO HAKAILJIMBAETCS B CETH.

MHorue moApPOCTKHU JIETKOMBICJIEHHO OTHOCSTCSA K IIyOJIUKAIIUY JIMNYHOU HHGOPMAIUH B
VIHTepHEeTe, He TIOHUMAasA BO3MOKHBIX ITOCIEZICTBUM. ThI 1ake He CMOIKEIIb JTI0TalaThCs
o ToM, uTo dororpadus, pa3MeIleHHas 5 JeT Ha3al, CTajia IPUUYNHON OTKa3a IPUHATH
TeOsI Ha paboTy.

KommenTapuu, pasmeliieHne TBoux ¢Qororpaduii U Apyrue AeUCTBUA MOTYT He
HCUYe3HYTh Jla’Ke IOCJIe TOTO, KaK Thl UX yAaiuiib. Thl He 3HAElb, KTO COXPAHUJI 3TY
nHpoOpMalnHio, IOIMaja JU OHA B MOUCKOBbIE CHCTEMBl M COXpaHWJIACh JIU OHA, a
IJIaBHOE: YTO IIOAAyMAaIOT O Tebe OKpy:Kalolllee JIIOJIU, KOTOpble HaWAyT U YBUJAT 3TO.
Haitti mHGOpPMAIUI0 MHOTO JIET CITYCTS CMOKET JII000H - Kak U3 JOOPBIX OOy KAEHUH,
TaK U ¢ HAMEepPEHHEM IPUYUHUTD BPeJL. ITO MOXKET OBITh KTO YTOIHO.

OcHOBHBIE COBETHI 110 3aIUTE NU(PPOBON pelyTaIuu:

1. Iomymaii, mpexkze yemM 4TO-TO ITyOJIMKOBATh U TEpefaBaTh y ceOs B OJiore Wik B
COLIMAJIbHOM CETH;

2. B HacTpolikax npoduid yCTaHOBU OTPAaHUYEHU HA IPOCMOTP TBOEro Npoduid U ero
COZIEP>KUMOTO, CJieJIall er0 TOJIBKO «JJIs JIPy3€eii»;

3. He pasmemaii 1 He yka3bpiBail WHGOPMAIUIO, KOTOPAsA MOKET KOT0-T100 OCKOPOJISTH
WJIA OOMIKATh.



ABTOpCKOE IIpaBO

CoBpeMeHHbIE IIKOJbHUKH- AaKTUBHbIE II0JIb30BaTeJUd IM(PPOBOTO IPOCTPAHCTBA.
OpnHako gajeko He BCe 3HAIOT, YTO I10JIb30BaHUEe MHOTMMH BO3MOKHOCTAMU [IU(PPOBOTO
Mupa TpebyeT cobJII0IeH N ITPAB Ha NHTEJUIEKTYAIbHYI0 COOCTBEHHOCT.

TepMUH «HWHTeJ/UIEKTyaJIbHasi COOCTBEHHOCTh» OTHOCUTCS K PA3JIMUYHBIM TBOPEHUSIM
YeJIOBEUYECKOTO yMa, HauyMHasA C HOBBIX H300peTeHWH U 3HAKOB, 0003HAYAIOIINX
cOOCTBEHHOCTh Ha MPOJYKTHI U YCJIYTH , U 3aKaHUWBasg KHHUTaMu, ¢ororpadusamu,
KUHOGUIbMaMH U My3bIKaJIbHBIMH ITPOU3BEEHUSIMHU.

ABTOpCKHeE ITpaBa - 3TO IIpaBa Ha WHTEJUIEKTYaIbHYI0 COOCTBEHHOCTh Ha IMPOU3BEIEHUS
HaYKH, JIUTEPATyPhl U HUCKycCTBa. ABTOPCKHE IpaBa BHICTYNAIOT B KaueCTBe TapaHTHU
TOTO, YTO MHTEJIJIEKTYAIbHBIN /TBOPUECKUU TPy, aBTOpPA He OyeT HAIlpaCHbBIM, 1aCT EMY
CIIpaBe/ITUBbIE BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTaTaX CBOEro TPYyAa, IOJIYUYHUTHh
W3BECTHOCTh U MpH3HaHue. HuKTo 6e3 paspereHus: aBTOpa He MOKET BOCITPOU3BOIUTD
€ero TMPOU3BEJeHHUE, PACIpPOCTPAHATh, IyOJUYHO JAEMOHCTPUPOBATh, IIPOJABATh,
MMIIOPTUPOBATh, ITyCKaTh B IMIPOKAT, IIyOJIUYHO HCIIOJHATH, TOKA3hIBAThH/UCIIOJTHSITh B
adupe wim pa3MmeIarsh B IHTepHeTe.

Vcnosb30BaHNUE «IUPATCKOrO» IPOTPAMMHOrO oO0ecrevYeHUs MOKeT IPUBECTH K
MHOTUM PHUCKaM: OT IOTE€PU AAHHBIX K TBOUM aKKayHTaM 70 OJIOKUDOBKU TBOETO
YCTPOMCTBA, I7ie YCTAHOBJIEHHBIN He JieTayibHasA mporpaMmma. He cTout Tak:ke 3a06IBaTh,
YTO CYIIIECTBYET JIETAIbHBIE U OeCIIaTHBIE ITPOTPAMMBbI, KOTOPbIE MOXKHO HAWTU B CETHU.

O noprase

CeTeBUYOK.p - TBOU TIJIaBHBIM COBETYHK B CeTU. 37leCb Thl MOXKEIIb Y3HATh O
0e30MaCHOCTH B CETU IOHATHBIM U JOCTYIIHBIM S3BIKOM, a IPU BO3HUKHOBEHUU
KPUTUYECKON CUTyallMd OOpaTHUTHCS 3a COBETOM. A TaKiKe IPHUHATH Y4acTHe B
KOHKYPCaX M CTaTh CAMBbIM IIU(PPOBBIM IrpakJaHUHOM!

NuadbopmanmnoHHaA MaMATKA AJIS O0yJAaIOIINXCS /IS pa3MeIeHu s
Ha opunuaibHbIx THTEpHET-pecypcax

C KaXK/IbIM TOZIOM MOJIO/IEXKH B UHTEPHETE CTAHOBUTHCS OOJIbIIIE, & IITKOJILHUKU OJTHU U3
caMbIX aKTUBHBIX IT0JIb30Baresiell Pynera. Mexay TeM, IOMHUMO OTPOMHOTO KOJIUYECTBA
BO3MOJKHOCTeU, WHTEpDHET HeceT U IpoOseMpl. dTa MaMATKA JOJDKHA MOMOYbL Tebe
6e3011acHO HAXO/TUTHCSA B CETH.

KomnbrorepHbie BUPYCHI

KoMIObIOTEPHBIE BHUPYC - S5TO PA3HOBUAHOCTh KOMIIBIOTEPHBIX IPOTPAMM,
OTJINYUTEILHOU OCOOEHHOCTHIO KOTOPOU SBJISETCSA CIOCOOHOCTh K pPasMHOXKEHHI0. B
JIOTIOJTHEHWE K 3TOMY, BHUPYCHI MOTYT THOBDPEIUTH WJIM ITOJTHOCTHIO YHUUTOXKHUTH BCE
daitpl U AaHHBIE, TOAKOHTPOJbHBIE IIOJH30BATENI0, OT HMEHH KOTOPOro ObLIa
3alyllleHa 3apa’k€HHas IIporpaMMa, a TakyKe MOBPEIUTh WU Ja’Ke YHUUTOXKHUTD
OIIEPAIMOHHYI0 CHCTEMY CO BceMHu daisaMu B I1eJIoM. B OOJIBITUHCTBE CIydaeB
pacIpOCTPaHAIOTCA BUPYCHI Uepe3 MHTEPHET.



MeTozbl 3a1IUTHI OT BPEJOHOCHBIX TPOIPaMM:

1. Mcnosnb3yit coBpeMeHHbIE ONEpPAallIOHHbIE CUCTEMbBI, UMEIOII[NEe CEPhE3HBIN YPOBEHD
3alUTHI OT BPEJJOHOCHBIX IIPOIPaMM;

2. [TocrossHHO ycraHaBiuBai mautu (Iu¢pPOBBIE 3aIUIATKH, KOTOPbIE aBTOMATHUYECKH
YCTAHABJIUBAIOTCSA C I[€JIbI0 JIOPaOTKM IPOTrpaMMBbI) W JpyrHe OOHOBJIEHWS CBOEU
omnepanuoHHOU crucTeMbl. CKaunBail UX TOJIBKO C OPUIIMAIBHOTO caiiTa pa3paboTunka
OC. Ecau cy1iecTByeT peskuM aBTOMATUYECKOTO OOHOBJIEHU S, BKJIIOYH €TO;

3. Paboraii Ha cBOeM KOMIIbIOTEpe I107] IpaBaMHU I10JIb30BaTesid, a He aIMUHUCTPATOPA.
9TO HE MO3BOJIUT OOJIBIIMHCTBY BPEAOHOCHBIX MMPOTPAMM HHCTAJJTUPOBATHCS HA TBOEM
IIePCOHAJIbHOM KOMIIBIOTEPE;

4. Vlcionp3yii aHTUBUPYCHBIE IPOrPaMMHbBIE IIPOAYKTHI U3BECTHBIX IIPOU3BOAUTENIEH, C
aBTOMAaTUYeCKUM OOHOBJIEHHEM 0as3;

5. Orpanuub puU3NIeCKuil JOCTYI K KOMIIBIOTEPY JIJIs1 IOCTOPOHHUX JIUII;

6. Mcnosp3yli BHEIIIHNE HOCUTENIN HH(pOpManuu, Takue Kak QJemika, 1uck uiu ¢ain
13 UHTEPHETA, TOJIbKO U3 IPOdepEeHHBIX HCTOUHUKOB;

7. He oTKpbIBall KOMIbIOTEpHBIE (aMIbI, MOJyYeHHbIE U3 HEHAJEKHbIX HCTOUHUKOB.
JTaske Te (paiiyibl, KOTOPbIE IPUC/IA TBOM 3HAKOMBIH. JIydllle yTOYHH Y HEro, OTIIPABJISII
JI OH Tebe ux.

Cetu WI-FI

Wi-Fi - aT0 He BUJl Ilepeayu JaHHBIX, HE TEXHOJIOTHUSA, a BCETO JIUIb OpEH/I, MapKa.
Eme B 1991 romy HUAEpaaHAcKas KOMIaHUsA 3aperucrpupoBaia 6pens « WECA», uro
obozHauaso cioBocodyetanme «WirelessFidelity», KoTopslii IepeBOAMTCA  Kak
«BOecIpoBOIHASA TOUHOCTH ».

Jlo Haimlero BpeMeHHU /JolLIa Apyras ab0peBuaTypa, KoTopas sBJsAeTcA TaKOU ke
TexHoJiorueil. Ito abbpeBuarypa «Wi-Fi». Takoe HazBaHmMe OBUIO JAHO ¢ HAMEKOM Ha
CTaHAApT BbICIINU 3BYKOBOM TexHUKU Hi-Fi, yTo B mepeBozie 03HAYaeT «BBICOKAS
TOYHOCTB>.

Jla, GecrutaTHBIN UHTEPHET-ZOCTYH B Kade, OTeNIsIX U adpoIopTax sBJISETCS OTIMYHOU
BO3MOJKHOCTBIO BBIXO/Ia B UWHTepHeT. HO MHOTHME BOKCIEPThI CUHTAIOT, YTO
obmenoctrynabie Wi-Fi ceTn He ABIISAIOTCA O€30TIaCHBIMU.

CogeTsl 110 6e301acHOCTH paboTe B 00Ie/I0CTYITHBIX ceTax Wi-fi:

1. He mepemaBaii cBow JuuHyi0 uHpopManuioo depe3 obOIemocTymHble Wi-Fi ceru.
Paboras B HUX, JKeJ1aTeJIbHO He BBOJIUTD ITAPOJIH JOCTYIIA, JIOTUHBI U KaKHe-TO HOMepa;

2. Vcronp3yit 1 OOHOBJISIA aHTUBUPYCHBIE IIPOTPaMMBbI U OpaHaMayep. Tem caMbIM ThbI
obe3ormacuIllb cebs OT 3aKaYKU BUpPYyca Ha TBOE YCTPOUCTBO;

3. IIpu ucnonb3oBanuu Wi-Fi otwiroun dyHknuio «O0mui goctyn k daiyiam u
npuHTepam». JlaHHasA QYHKIUS 3aKphiTa IO YMOJYAHUIO, OJJHAKO HEKOTOpbIE
[I0JIb30BATEIN AKTUBUPYIOT €€ /1J1 y/I00CTBa UCIIOIb30BaHUA B paboTe win yuele;

4. He ucnionpayt myosmuabii WI-FI s mepegaun JIMYHBIX JTAHHBIX, HAIIPUMED JJIs
BBIXO/Ia B COIMAJIBHBIE CETH UJIH B SJIEKTPOHHYIO IIOYTY;



5. Mnosnp3yit Tosbko 3amuiiieHHoe coenuHenue yepe3 HTTPS, a we HTTP, T.e. mpu
Habope Beb-aipeca BBOAU UMeHHO «https://»;

6. B wmoOwibHOM TenmedoHe oOTkIOUN GyHKOU «Ilogkimodyenune k  Wi-Fi
aBToMaTtuuyecku». He /iomyckall aBTOMaTUUECKOTO IOJKJIIOUEHHUS YCTPOMUCTBA K CETAM
Wi-Fi 6e3 TBoero coryiacus.

ConuanpHbIe CETH

ComuasibHbIE CETH aKTHBHO BXOJAT B HAIIy >KU3Hb, MHOTHE JIIOAH PabOTAIOT U KUBYT
TaM IOCTOSTHHO, a B Facebook y»ke 3aperucTpupoBaH MUJLTUAP/T YETIOBEK, UTO SIBJISIETCS
OZIHOH cenbMOI BCEX >KHUTeJIeHd IIaHeThbl. MHOTrHe II0JIhb30BaTeJH HEe MOHHMAIOT, 4TO
nHpopManus, pasMellleHHas HWMH B COIHMAJbHBIX CETAX, MOXKET ObITh HalijleHa U
HCII0JIb30BaHa KEM YTO/THO, B TOM UMCJIE He 00A3aTeIbHO ¢ OJ1ariMu HaMepeHUsIMHU.

OCHOBHBIE COBETHI 110 OE30ITaCHOCTH B COIIMAJIBHBIX CETAX:

1. Orpa"nuub CIOHUCOK Jpy3ed. Y TebOA B JIpy3bsAX HE JIOJKHO OBITh CIIy4allHBIX U
HE3HAKOMBIX JIIO/IEN;

2. 3amuiiai CcBOI YacTHYIO ku3Hb. He ykasbpiBail maposu, TesedoHBI, ajgpeca, AaTy
TBOETO POXKAEHUs U [APYIyI0 JIUYHYI0 WHpOpManuo. 3JIOyMBIIUIEHHUKA MOTYT
HCIIOJIb30BaTh Jlake WHGOpPMAIIUI0 O TOM, KaK Thl U TBOU POAUTENH IUIAHUDPYyeTe
IIPOBECTU KAaHUKYJIbI;

3. 3amuirai CBO PEIyTaIHIo - IEPKU €€ B YUCTOTE U 3a7[aBail cebe BOIIPOC: XOTeJT ObI
ThI, YTOOBI JAPYTHE TOJIH30BATEIN BUEH, UYTO THI 3arpyskaelisb? Iloaymaii, mpex/ie yeMm
YTO-TO OIyOJIMKOBATh, HATIMCATD U 3aTPy3UTh;

4. Ecu ThI TOBOPHUIIB C JIIOABMHU, KOTOPHIX HE 3HAEIb, HE UCIOJb3YH CBOE pPeayIbHOE
UMs U JPYTYIO JJUUYHYI0 HHQOpMaIMU: UMsI, MECTO KUTETHCTBA, MECTO yUeObl U IIpoYee;

5. N36erait pazmemenus dhororpaduii B IHTEpHETE, I/1e THI N300paKeH HA MECTHOCTH,
10 KOTOPOU MOXKHO OIPEeZIETUTh TBOE MECTOIIOJIOKEHHE;

6. [Ipu perucrpanuu B COIUATLHON CETU HEOOXOAUMO UCIIOJIb30BATh CI0KHBIE ITAPOJIH,
cocrosIye u3 OykB 1 U@P U ¢ KOJIMIECTBOM 3HAKOB He MeHee 8;

7. JJ1s1 coruasibHOM CeTH, IMOYUTHI U IPYTUX CAUTOB HEOOXO/IMMO HCIOJIb30BaTh pPa3Hble
naposiu. Torga eciu Tebs B3JIOMAIOT, TO 3JI0YMBIIIEHHUKH MOJIy4YaT JAOCTYII TOJIBKO K
OJTHOMY MecTy, a He BO BCe Cpasy.

OJIeKTPOHHBIE J€HbI'U

BHGKTpOHHbIe A€HbI'H — 3TO OYE€Hb YILO6HbeI criocob HJIaTe)KefI, OJHAKO CYLIECTBYIOT
MOII€HHUKH, KOTOPbIE€ XOTAT IIOJIYYUTb 9TU NEHbI'U.

BJ'IGKTpOHHI)Ie A€HbI'N IIOABHUJINCH COBCEM HEAABHO M MMEHHO H3-3d 3TOT'O BO MHOTHX
roCcygapCrBax A0 CHUX ITOPD HE IIPOIIKMCAaHO IIPO HUX B 3aKOHAaX.

B Poccun xe oHM (GYHKIMOHHUDPYIOT MU O HHX y’Ke IIPOIMCAHO B 3aKOHE, TIe HX
pas/iesIsI0T Ha HECKOJIBKO BU/IOB - aHOHHUMHBIE M HE aHOHUMHBIE. Pa3HHIIA B TOM, UTO
QHOHHUMHBIE - 3TO Te, B KOTOPBIX paspeliaercs MTPOBOAUTh omepanuu 0Oe3
uaeHTHUKAIMN TI0JIb30BaTe/Is, a B HEAHOHHMHBIX HJIeHTH(DUKAIUHN I10JIh30BATENIS
ABJISIETCS 00s13aTEILHOM.



Takske ciiezryeT pasjnyarh 2JIEKTPOHHBIE (pUATHBIE JIEHbI'W (PaBHBI FOCYAAPCTBEHHBIM
BJIIOTaM) U 3JIEKTPOHHBIE He(pUaTHBIE IeHbIU (He paBHBI TOCYapCTBEHHBIM BaJIIOTAM).

OCHOBHBIE COBETHI 110 HE30ITACHOU PabOTe C 3JIEKTPOHHBIMU JIEHbraMU:

1. [IpuBsKU K c4eTy MOOWIBHBINA TesiedOH. DTO caMblil yZOOHBIA M OBICTPBHIN CIIOCOO
BOCCTAHOBUTH JIOCTYII K cueTy. [IpuBsA3aHHbIN TesiedOH TOMOXKET, ecyTu 3a0y/elIb CBOM
IUIATEXXHBIN apoJIb WU 3al/Ielllb Ha CAaWT ¢ HE3HAKOMOTO YCTPOMCTBA;

2. VMcnoss3y#t ofHOpa3oBble maposd. Ilocie mepexoia Ha YCHUJIEHHYIO aBTOPHU3AIUIO
Tebe y:ke He Oy/IeT yrpokaTh OIMaCHOCTh KPaXKH HJIU IlepexBaTa IJIaTeKHOTO apoJis;

3. Beibepu cioxHbI maposib. [IpecTynmHukaMm OyZleT He IPOCTO yrazjaTh CJIOXKHBIN
naposnb. HazexxHple maposn — 9TO IIapojiv, KOTOPBIE COAEpXKAT He MeHee 8 3HAKOB U
BKJIIOUAIOT B ce0s CTPOUHBbIE U NPONMUCHBIE OYKBBI, HU(PHI U HECKOJIBKO CHMBOJIOB,
TaKue Kak 3HaK Jiojiapa, GyHTa, BOCKJIMIATEIbHBIN 3HaK U T.11. Hanpumep, StROng!;;

4. He BBOAY CBOM JIMUHBIE TaHHBIE HA CAaliTaX, KOTOPHIM HE JJOBEPSIEIIb.
DJIeKTPOHHAaA IIOHTA

DIeKTPOHHAsA IIOYTa — 3TO TEXHOJIOTUA U NPEOCTaBIsAeMble €10 YCIYTU II0 MepechLIKe
U TIOJIyYE€HUIO BJIEKTPOHHBIX COOOIIEeHUM, KOTOPhIEe PACIPe/IeIAIOTCS B KOMIIBIOTEPHOM
cetn. OOBIYHO HJIEKTPOHHBIA TOYTOBBIN SAIIUK BBIMVIAAUT CIEAYOIUM 00pa3oM:
UMs_T0JIb30BaTeNA@UMsA_JoMeHa. Takke KpoMe nepeZlayu MPOCTOrO TEKCTa, UMEeTCs
BO3MOKHOCTb Ilepe/iaBaTh (haliIbl.

OCHOBHBIE COBETHI 110 OE30IMaCHON PaboTe ¢ JIEKTPOHHOMN ITOYTOMH:

1. Hayto BeIOpaTh IMpaBUJIBHBIA ITOYTOBBIN CEpBUC. B HHTEpHETE eCTh OTPOMHBIN BBIOOD
OecIUIaTHBIX IMOYTOBBIX CEPBHCOB, OJTHAKO JIYYIIE JOBEPATH TEM, KOTO 3HAENIb U KTO
IIepBbIU B PEUTUHTE;

2. He ykaspIBail B IMYHOU moUTe JTUYHYIO HHPoOpMaruio. Hanpumep, jydiie BRIOpATh
«MYy3bIKaJIbHBIN__(paHAT@ » UJIN «POK2013» BMecTO «TeMal3»;

3. Mcrnosib3y# IByXaTAIlHYI0 aBTOPU3AINI0. DTO KOT/Ia IOMHMO I1apoJjis HY>KHO BBOJAUTH
KOJI, TpuchkLIaeMbiil 1o SMS;

4. BpiOepu cJIOKHBIN maposb. g KaXKJIOrO MOYTOBOTO AIIUKA JOJIKEH OBITH CBOM
Ha/Ie’KHBIN, yCTOUUYUBBIN K B3JIOMY IapOJib;

5. Ecotm ecTh BO3MOXKHOCTh HamucaTh CaMOMY CBOUM JIMYHBIM BOIIPOC, HUCIHOJIB3YH 3Ty
BO3MOXKHOCTB;

6. Vcnonp3yil HECKOJIBKO TOYTOBBIX ANIUKOB. IlepBbI /11 4acTHOU IIEPENUCKU C
azjpecaTaMu, KOTOPBIM ThBI JIOBEPsellb. DTO 3JIEKTPOHHBIN a/ipec He HaJ/l0 UCIIOJIb30BaTh
IIpU perucrpanuu Ha popyMax U cairTax;

7. He oTkpsbiBail Qailyibl U Apyrue BJIOKEHUA B MUCHbMAax JlaXke eCjIi OHU MPUIILIU OT
TBOUX JIpy3ei. JIyulie yTOUHU Yy HUX, OTIIPABJISIIN JIK OHU Tebe 3TH hailisl;

8. Ilocse okoHuaHus pabOTHl HA HOYTOBOM CepBUCe Ilepe]l 3aKPhITHEM BKJIAJIKU C
caiiToM He 3a0y/[b Ha3KaTh HA « BEIATH ».

KubepOy IsIMHT WK BUPTYaJIbHOE U3/I€BATEIHCTBO



KubepOy/UITMHT — TIpecjieJIoBaHUE COOOIEHUSIMH, COAEPIKAIINUMH OCKOpOJIeHu ],
arpeccuio, 3allyTUBaHHeE; XYJIUTAHCTBO; COLIMAJIbHOE OOUKOTHPOBAHHE C ITOMOIIBIO
Pa3JIMYHBIX UHTEPHET-CEPBUCOB.

OcHOBHBIE COBETHI 0 OOphOE ¢ KNOEepOYJITHHTOM

1. He Opocaiicss B 60M. JIydimuii crioco0: IMOCOBETOBAThCS Kak ce0s BECTU W, €CJTU HET
TOTO, K KOMY MOKHO O0OpPaTUThCS, TO BHAUAJIE YCIOKOUThCA. Eciiu Thl HAUHEIh OTBEYATh
0CKOpPOJIEHUSAMU HAa OCKOPOJIEHUSA, TO TOJIBKO ellfe OOJIbIIIe PA30KIKeITb KOH(MIIUKT;

2. YpaBJisii cBoel KubepperyTarueii;

3. AHOHUMHOCTb B CE€TH MHHMAas. CYIIIECTBYIOT CIIOCOOBI BBIACHHUTDb, KTO CTOHUT 3a
AHOHHNMHBIM aKKayHTOM;

4. He crout BecTH XyJIMTaHCKUH 00pa3 BUPTYaIbHOU JKU3HU. VIHTEpHET QDUKCHPYET Bce
TBOM JIEHCTBHUS U COXPAHAET UX. YJAJIUTh UX Oy/IeT KpaliHe 3aTPYyAHUTEIHHO;

5. Cobutro/1ail cBOY BUPTYJIbHYIO YECTH CMOJIOAY;

6. WrHopupydl eauHUYHBIN HeraTuB. OJIHOPa30Bble OCKOPOUTEJHLHBIE COOOIEHUS
JIydqiie uirHopupoBaTh. OOBIYHO arpeccus MpeKpaliaeTcs Ha Ha4aJIbHOU CTa[UH;

7. bau arpeccopa. B mporpamMmmax o6MeHa MTHOBEHHBIMU COOOIIEHUAMH, B COLIMATIbHBIX
CeTsIX eCTh BO3MOXKHOCTh OJIOKHUPOBKH OTIIPABKH COOOIIEHUH C OIIPE/IETIEHHBIX a/[PECOB;

8. Eciu T cBuaerenb KubepOysutuHTa. TBOM JIEWCTBUS: BBICTYIIUTH IIPOTUB
Ipecje/oBaTesisA, IOKa3aTh €My, 4YTO €ro JeWCTBUS OIeHUBAIOTCA HETaTHBHO,
MIOZ/IePKaTh JKEPTBY, KOTOPOU HY’KHA IICUXOJIOTUYECKAS ITIOMOIITh, COOOIITUTH B3POCIBIM
0 (haKTe arpecCUBHOTO ITOBEJIEHUA B CETH.

MoOubHBIHN TenehOoH

CoBpemeHHbIe cMapT¢OHBI U IUIAHIIETHI COJIep:KaT B cebe BIIOJIHE B3POCJIBIN
(pyHKIIMOHAJ, ¥ Temepb OHM MOTLYT KOHKYPHUPOBaTb CO CTAllMOHAPHBIMU
KoMIbIoTepaMu. OJTHAKO, CPEJICTB 3AIUTHI JIs MOJIOOHBIX YCTPOUCTB II0OKA OYE€HBb MAJIO.
TecTupoBaHUe U MOUCK YSA3BUMOCTEN B HUX IIPOUCXOAUT HE TaK UHTEHCUBHO, KaK JJIA
ITK, To >ke caMoe KacaeTcss U MOOMJIBHBIX ITPUJIOKEHUH.

CoBpeMeHHbIE MOOWJIbHBIE Opay3epbl yiKe TMPAKTUUYECKH JOTHAJIH HACTOJIbHbIE
aQHAJIOTH, OJTHAKO paciiupeHre (PyHKIIMOHAIA BJIeUeT 32 COO0U OOJIBIIYIO CJI0KHOCTh U
MEHBIIIYIO 3aIUIIIEHHOCTb.

,Z[aJIeKO HE BCE€ IPOU3BOANTEIN BBIIIYCKAIOT O6HOBJ’IeHI/IH, 3aKPbIBAIOIINE KPUTHYECKUE
YA3BHUMOCTH J1JId CBOUX YCTpOfICTB.

OcHOBHBIE COBETHI J1s1 6€30MaCHOCTH MOOMJIBHOTO TesiepoHa:

1. Huuero He sBJIsieTcA IMO-HAcToAmEMYy OecIUTaTHBIM. Byab OCTOpOKeH, BeAb KOTAa
Tebe mpeIararoT OeCIIaTHBIA KOHTEHT, B HEM MOTYT OBITh CKPBITHI KAKHE-TO IIJIATHBIE
yoIyru;

2. Jlymaii, npexze ueM otnpaButb SMS, doto wiu Buzaeo. Thl TOUHO 3Haellb, I7ie OHU
OyZyT B KOHEUHOM UTOTE?

3. HeoO6xoarmo 06HOBIIATE ONEPAIIMOHHYIO CUCTEMY TBOETO CMapTQOHa;



4. Vicnonp3yil aHTUBUPYCHBIE IPOTPAMMBI /1711 MOOMJIBHBIX TeJ1e(pOHOB;

5. He 3arpy>1<a1>’1 IIPpUJIOZKEHUA OT HEUM3BECTHOI'O HCTOYHUKA, BEAb OHU MOTIYT COAEPKATD
BPp€AOHOCHOE ITPOrpaMMHO€E O6€C1'[€‘-I€HI/Ie;

6. ITocsie TOTO KakK ThI BBIMEIIH C CaiiTa, I/ie BBOAWII JIMYHYI0 HWHGMOPMAIUIO, 3al/IN B
HACTPOWKHU Opay3sepa H yjiaau cookies;

7. llepuoguuecku MpoBepsi Kakue MJIaTHbIE yCJIyTU aKTUBUPOBAHbI HA TBOEM HOMEPE;

8. JlaBaii cBOM HOMEp MOOMJILHOTO Tejie)OHA TOJIBKO JIIOJISIM, KOTOPBIX ThI 3HAEIIh U
KOMY JIOBEPSIEIIIb;

9. Bluetooth sokeH OBITH BBIKJIIOUEH, KOTZIa Thl UM He MoJib3yelibcs. He 3abbiBait
HWHOT/IA IPOBEPATH 3TO.

Online urpsr

CoBpeMeHHBble OHJIAUH-UTPBl - S5TO KPACOYHBle, 3axBaThbIBAWOIINe pa3BJedyeHUs,
00beINHAIONINE COTHU THICSAY YeJIOBEK 10 BceMy MUPY. ITpoKu HCCIeAyIoT JaHHBIA UM
MUD, OOIIAIOTCA APYT € JIPYTOM, BBINIOJHAIOT 33J]JaHUf, CPa’KAlOTCA C MOHCTPaAMH U
[IOJIy4aloT OIBIT. 3a Y/IOBOJILCTBUE OHU IUIATAT: MOKYIAIOT [JUCK, OIJIAYMBaIOT
abOHEMEHT WJIU MPUOOPEeTaI0T KaKKUe-TO OIIUH.

Bce stu cpezcrBa uAyT Ha MOJJlep:KaHUME W Pa3BUTHE WIPhI, a TaKXKe Ha camy
6e30I1acHOCTh: COBEPIIIEHCTBYIOTCA CHCTEMBI AaBTOPU3AIHH, BBIITYCKAIOTCSA HOBBIE ITATUH
(rmudpoBbIe 3aIUIATKY AJ15 IPOTPAMM ), 3aKPBIBAIOTCA YSI3BUMOCTU CEPBEPOB.

B mogo0HBIX UTpax CTOUT OIacaThbCA HE CTOJBKO CBOUX CONEPHUKOB, CKOJIBKO KPaKu
TBOETO I1apOoJisi, HA KOTOPOM OCHOBAHA CHCTEMA aBTOPU3ANNU OOJIBITUHCTBA UTP.

OCHOBHBIE COBETHI 110 OE30IIACHOCTH TBOETO HUI'POBOro aKKayHTa:

1. Eciiu ipyroii urpok BezieT ce0s IJI0X0 WM cO3/aeT Tebe HENPUATHOCTH, 3a0JI0KUPYH
€ro B CIIMCKE UTPOKOB;

2. [lokamyiica aAMUHHUCTpATOpaM WIPbl HA IIOXO€ IIOBEJeHHEe 3TOTO UIPOKa,
JKeJlaTeJIbHO MPUJIOKUTh KaKHe-TO I0Ka3aTeJIbCTBA B BU/JIE CKDUHOB;

3. He ykaspiBail inuHy0 nHGOpMaIyio B mpodaiisie urpsol;
4. YBaxkall IpyTux y9aCTHUKOB I10 UTDE;

5. He ycranaBiuBai HeopuiimaabHble MaTYM U MOJIbI;

6. Vlcriosip3yli cy103KHBIE U Pa3Hble [TapOJIH;

7. Jlaxke BO BpeMs UTPHI HE CTOUT OTKJIIOUATh aHTHUBUPYC. Iloka Thl uUrpaemib, TBOU
KOMIIBIOTED MOTYT 3apa3UTh.

QOUINUHT WX KpaXa JIMYHBbIX JaHHbIX

OOBbIYHOU Kpasked JeHer W JOKYMEHTOB CEerofHs YK€ HHUKOTO He YIHBHIINb, HO C
Pa3BUTHEM WHTEPHET-TEXHOJIOTUH 3JI0YMBINIJIEHHUKHN IEPEMECTUJINCh B UHTEPHET, U
IIPOIOJI3KAIOT 3AHUMATHCS «JTIOOUMBIM» JI€JIOM.



Tak mosiBUJIach HOBasl yrpo3a: HHTEPHET-MOIIIEHHUYECTBA WX (DUIIMHT, TJIaBHAA 11eJTh
KOTOPOTO COCTOUT B IOJYyYEHHH KOHOUAEHIHMATbHBIX JaHHBIX II0JIb30BATEJIEd —
JIOTUHOB ¥ napoJiei. Ha aarmuiickom a3bike phishing untaercsa kak ¢ummar (ot fishing
— pBIOHAas JIOBJIA, password — ImapoJib).

OcHOBHBIE COBETHI 10 OOpHOE ¢ PUITUHTOM:

1. Cienm 3a cBOUM akKKayHTOM. Ecjim Thl IOAO3peBaellb, YTO TBOsS aHKeTa ObLIa
B3JIOMaHa, TO HeOOXOAUMO 3a0JIOKMPOBATh €€ U COOOIIUTh aJIMIHUCTPATOPaM pecypca
00 5TOM KaK MOXKHO CKOpee;

2. Hcnosnp3yii Oe3omacHble BeO-CalThl, B TOM 4YHCJIE, HWHTEPHET-MarasuHOB U
IIOMCKOBBIX CHCTEM;

3. Wcnonp3yii ciiokHBIE U pa3Hble naposau. Takum ob6pa3oM, eciau TeOA B3JIOMAIOT, TO
3JI0yMBIIIVIEHHUKH TOJIy4aT JOCTYII TOJIBKO K OZJHOMY TBOEMY IPOMUIIIO B CETH, a HE KO
BCEM;

4. Ecytut Tebs1 B3y1OMAJTH, TO HEOOXOMMO IIPEAYIIPEAUTD BCEX CBOUX 3HAKOMBIX, KOTOPBIE
JlobaBjieHbl y TeOsT B JIPY3bsiX, O TOM, UTO TebOsI B3JIOMaJIM M, BO3MOKHO, OT TBOETO
“MeHU OyZleT pacchLIaThCsA ClIaM U CChUTKHM Ha (PUITUHTOBBIE CAUTHI;

5. YcraHoBU HajieskHbIN n1aposib (PIN) Ha MOOMIBHBIN TeedOH;
6. OTKJIIOYY cOXpaHEeHHe MmapoJis B Opaysepe;

7. He oTkpbIBail ¢aiyibl U APyTrUe BJIOKEHUSA B IMUChbMAaX JaKe eCId OHHU MPHUIILIA OT
TBOUX JZIpy3ei. JIydlie yTOUYHH y HUX, OTIIPABJISJIN JIM OHU Tebe 3TU (pakIbl.

[Mudposas penyranus

[MudpoBas pemyTaius - 3ToO HeraTUBHAas WIN IO3UTHBHAA UHQoOpMaIus B ceTu o Tebe.
Komnpomerupywomaa nHopManus pasMellleHHass B HHTEPHETe MOXKET CepPbe3HbIM
00pa3oM OTpa3UThCSA Ha TBOEH peayibHOU Ku3HU. «[{udpoBasa permyranus» - 3TO TBOU
MMU/JIK, KOTOPBIN popmupyeTcs u3 nHdopMmaiuu o Tebe B UHTEPHETE.

TBOE MECTO JKUTEJIbCTBA, y4yeObl, TBoe (UHAHCOBOE IIOJIOKEHHE, OCOOEHHOCTU
XapakTepa U PacCcKasbl 0 OJIM3KHX - BCE 9TO HAKAIJIMBAETCS B CETH.

MHorue moAPOCTKH JIETKOMBICJIEHHO OTHOCSTCSA K IyOIUKAI[UK JTHYHOU HHGOPMAIUH B
VHTepHeTe, HE IOHUMAs BO3MOXKHBIX ITOC/IeACTBUH. ThI Jlaske HE CMOXKEIb I0TaaThCsl
o ToM, uTo dororpadus, pa3MeIleHHas 5 JeT Ha3aJl, cTajla IPUYHHONU OTKa3a IIPUHSITH
TeOs Ha paboTy.

KommeHTapuu, pasMellleHHe TBouX Qotorpaduidi U Apyrue AeUCTBUSA MOTYT He
HMCUE3HYTh JlasKe TOCJIE TOTO, KaK Thl UX YAaIUIIb. Thl HE 3HAEIb, KTO COXPAHWJI 3Ty
nHopManuio, Iolajga JU OHA B MOUCKOBbIE CHCTEMBl W COXpPaHWJIACh JIU OHA, a
[JIABHOE: UTO MOAYMAIT O Tebe OKpYy:Karllee JIIOAN, KOTOpble HAUAYT U yBUJAT 3TO.
Hatiti nHGOpMAaIuio MHOTO JIET CITYCTsI CMOKET JII000U - KaK U3 TOOPBIX MTO0YKIAEHNH,
TaK ¥ C HAMepPEeHUEeM MPUUYUHUTH BpPel. ITO MOKET ObITh KTO YTOHO.

OcHOBHBIE COBETHI 10 3aIUTe TUPPOBON pemyTaluu:

1. Ilogymaii, mpexkzie ueM 4TO-TO ITyOJIMKOBaTh U TepefaBaTh y ceOsa B OJiore Wik B
COITMAJIBHOH CETH;



2. B HacTpoiikax mpoduisa yCTaHOBU OTPAHUYEHHSA HA IIPOCMOTP TBOETO MPOGMUIIA U €TO
COZIEP>KUMOTO, CJIeJIall €T0 TOJIBKO «JJIs IPy3€eii»;

3. He pasmemaii 1 He yKkasbpiBail HHGOPMAIHIO, KOTOPas MOKET KOro-JI100 OCKOPOJISThH
WU OOMKATh.

ABTOpCKOE TPaBO

CoBpeMeHHble NIKOJIBHUKHW- AaKTUBHBIE II0JIb30BaTeJId ITU(PPOBOIO MPOCTPAHCTBA.
OpHaKo JajieKo He BCe 3HAIOT, YTO I10JIb30BAaHNE MHOTUMU BO3MOKHOCTAMY IIM(PPOBOTO
Mupa TpebyeT coOII0eHU IPaB Ha NHTEJJIEKTYAJIbHYI0 COOCTBEHHOCTD.

TepMUH «UHTEJUIEKTyaJIbHasi COOCTBEHHOCTh» OTHOCUTCS K Pa3/IMUYHBIM TBOPEHUSIM
YeJIOBEYECKOTO yMa, HauyWHasg C HOBBIX H300peTeHWH U 3HAKOB, 0003HAYAIOIINX
cOOCTBEHHOCTh Ha MPOJYKTHI W YCJIYTH , U 3aKaHUMBasg KHHUTaMu, ¢ororpadusamu,
KUHOGUIbMaMH U My3bIKaJIbHBIMH ITPOU3BEEHUSIMHU.

ABTOpCKHE TIpaBa - 3TO IIpaBa HAa UHTEJIEKTYAJIbHYI0 COOCTBEHHOCTh HA IIPOU3BEIEHUS
HAyKH, JINTEPATYPbl U HUCKYCCTBA. ABTOPCKHME IIpaBa BHICTYNAIOT B KayecTBe TapaHTHUU
TOTO, UTO UHTEJIJIEKTYaJIbHBIN/TBOPUECKUH TPy, aBTOpa He Oy/IeT HAalIpacHBIM, JJacT eMy
CIIpaBe//IUBble BO3MOXKHOCTH 3apaboTaTh Ha pe3ysbTaTaX CBOETO TPYZAA, IOJIYIUTH
HM3BECTHOCTH U Ipu3HaHue. HuKTo 6e3 pa3pelieHus aBTopa He MOKET BOCIIPOU3BOIUTH
ero Ipou3Be/ieHHe, PpacHpoCTPaHATh, MyOJWYHO JEeMOHCTPUPOBATh, IIPOJABaTh,
MMIIOPTUPOBATh, IIyCKaTh B MPOKAT, IMYOJINYHO HCIIOJTHATH, IOKA3bIBATh/UCIOJHATD B
a¢upe nuiu pa3meniats B IHTepHeTE.

Vcnosb30BaHUe «IUPATCKOTO» IPOTPAMMHOrO oO0ecrevYeHUs] MOKeT IPUBECTH K
MHOTUM PHUCKaM: OT IOTE€PU AAHHBIX K TBOUM aKKayHTaM 0 OJIOKUDOBKU TBOETO
YCTPOMCTBA, I7ie YCTAHOBJIEHHBIN He JierayibHasA mporpaMmma. He cTout Tak:ke 3a0bIBaTh,
YTO CYIIIECTBYET JIETAIbHBIE U OeCIIaTHBIE ITPOTrPaMMBbl, KOTOPbIE MOXKHO HAWTU B CETHU.

O noprae

CeTeBUYOK.p - TBOU TIJIaBHBIM COBETYUK B CeTU. 37leCb Thl MOXKEIIb y3HATh O
0e30IMacCHOCTH B CETH IIOHSTHBIM U JIOCTYIIHBIM SI3bIKOM, a NPHA BO3HUKHOBEHHU
KPUTUYECKON CUTyallud OOpaTHUTHCS 3a COBETOM. A TaKKe IPHUHATH y4acTHe B
KOHKYPCaxX M CTaTh CAMBbIM IIU(PPOBBIM IrpakJaHUHOM!
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